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Introduction

A record $4.2 billion was lost by Americans to online scams in 2020, with victims often losing

their life savings and taking their own lives. It accounts for more than half of the total loss worth

$7.6 billion lost over the previous three years from 2017-2019. The crisis is worsening, which is

why we are releasing the first study on State of Internet Scams to offer a comprehensive and

real-time overview. The purpose of this study is to equip people with the knowledge required to

avoid becoming a victim. The mission of our company is to help eradicate Internet scams.

We intend to release a State of Scams study annually to make sure that people are aware of the

latest scams.



Methodology

● We analyzed data released by the Internet Crime Complaint Center (IC3), Federal Trade

Commission (FTC), and the Federal Bureau of Investigation (FBI)  in 2021.

● We included proprietary survey results after polling nearly 750 members of the Facebook

group from SocialCatfish.com called SCF (Social Catfish) Seekers. This group

comprises Facebook users who have been scammed out of money.

● We interviewed the FBI, cybersecurity experts, a detective as well as polled our Social

Catfish (SCF) Seekers Group on Facebook and sent a poll out via our subscribers to get

these results.

Key Findings

● Total Reported Money Lost in 2020: The IC3 reported a record loss worth $4.2 billion

due to online scams in 2020, as stated by the victims who came forward.  It accounts for

more than half of the $7.6 billion total loss over the previous three years from 2017-2019.

● Actual Money We Project Lost in 2020: According to the poll we sent out to our email

lists and Facebook group, the total amount of loss was estimated to be between

$9,810,247 and $18,089,500 among the 722 people that were polled. We think that the

amount lost of $4.2 billion reported by the IC3 is larger than what they stated because

according to the poll, 73% of the 722 victims are too ashamed to file a report for all

online scams.

● 20 years old and Younger has the Fastest Growth Rate of Victims:

Counterintuitively, the number of victims aged 20 years old and younger have shown the

fastest growth rate since 2017, according to the IC3. In 2017, there were 9,053 victims

compared to 23,186 victims in 2020, showing a surge of 52% in the number of victims.

https://www.facebook.com/groups/1025067634345317


We also interviewed the senior editor of Security.org Aliza Vigerman, who ran a survey

on identity theft where 700 adults from the United States responded. She stated that

those who are between the ages of 18 and 29-years-old were the most likely to be

victims of identity theft at 15% compared to those who were 45 and older at 8%.

● Spoofing: People need to be aware of a new and highly effective scam, namely

Spoofing, due to which $216,513,728 was lost in 2020 against the loss of $0 in 2017.

Spoofing allows scammers to make their phone number appear as if it belongs to your

bank, credit card company, or any other company with whom you do business

transactions.

● Apps Where Most People are Scammed: According to the poll we ran of 676 people,

the top 5 platforms where the most people are scammed are Facebook with 152 people

scammed on the platform, Google Hangouts with 99 people scammed on the platform,

Instagram with 80 people scammed on the platform, WhatsApp with 50 people scammed

on the platform, and POF with 50 people scammed on the platform as well.

● 5 States With The Highest Loss Across all Scams: According to the IC3, California

was at number one to witness the highest monetary loss of $621,452,320 with 69,541

victims (on average, $8,936 was lost per person). The second state with the largest

amount of money lost was New York losing $415,812,917 with 34,505 victims ($12,051

was the average loss per person). The third state with the most amount of money loss

was Texas who lost $313,565,225 with 38,640 victims ($8,115 was lost per person on

average). The fourth state losing a high amount of money was Florida at $295,032,829

with 53,793 victims ($5,485 was lost per person on average). The fifth state witnessing

the largest money loss was Ohio at $170,171,951 with 13,421 victims ($12,679 was

average per person loss).

● The 5 states that have the lowest loss: According to the IC3, the list of states

experiencing the lowest amount of money lost was ruled by South Dakota that lost



$3,208,241 with 777 victims ($4,129 was lost per person on average). The second state

to lose the lowest amount of money was Vermont at $4,175,799, with 856 victims

($4,878 was lost per person on average). The third state that had the lowest amount of

money lost was West Virginia at $4,823,786 with 1,902 victims ($2,536 was per person

loss on average). The fourth state witnessing the lowest amount of money loss was New

Hampshire at $4,949,296 with 2,015 victims (average loss per person was $2,456). The

fifth state to lose the lowest amount of money was Wyoming, at $5,096,704 with 913

victims ($5,582 was an average loss per person).

● 5 Scams That Stole the Most: According to the IC3, the first scam with the highest

amount of money loss was the Business Email Compromise (BEC) Scam causing a loss

worth $1,866,642,107 impacting 19,369 victims ($96,372 was lost per victim on

average). The second scam with the largest amount of money lost was the romance

scam inducing a loss worth $600,249,821 with 23,751 victims ($25,272 was lost per

victim on average). The third scam causing the highest amount of money loss was the

investment scam of $336,469,000 with 8,788 victims ($38,287 was lost per victim on

average). The fourth scam with the highest amount of money loss was the online

shopping scam (non-payment/non-delivery scams), causing a loss of $265,011,249 with

108,869 victims ($2,434 was lost per victim on average). The fifth scam with the huge

amount of money loss was the identity theft scam accounting for the loss of

$219,484,699 with 43,330 victims ($5,065 was lost per victim on average).

● Law Enforcement Jurisdictional Issues: A major impediment to stopping online scams

is that scammers generally originate from outside the U.S. Thus when a victim comes

forward, law enforcement does not have the jurisdiction authority to pursue the scammer.

By speaking with the FBI and law enforcement, efforts are being made to work with

countries around the world to combat this issue.



● The Technology Behind Scams: We interviewed a few cybersecurity experts to get the

most accurate data on how the technology behind scams works and how people can use

technology to prevent scams. We figured out that the best way people can avoid scams

is through education, password managers, and allowing for AI technology to find scam

emails within their inboxes. We also found out that scammers will use any piece of

technology they can get their hands on, but will mainly use data breaches to get their

hands on victims’ personal information and phishing scams to steal passwords and

financial information.

Top 25 Catfishing Scams to Watch Out For

BEC Scams

How This Scam Works: This scam targets multiple businesses that frequently work with

foreign suppliers and businesses and perform wire transfers. Scammers will pretend to be a

large company that needs payment for a service, and the business wires the company a huge

sum of money, assuming it to be the service provider company.

Statistics: According to the IC3, the BEC scam has affected 19,369 victims causing them a

total loss of $1,866,642,107 in 2020. In 2018, there was a loss of $1,297,803,489, which

increased by $478,746,199 to reach $1,776,549,688 in 2019. Then in 2020, it increased by

$90,092,419 to reach $1,866,642,107 in 2020. There were 20,373 victims in 2018, 23,775

victims in 2019, and 19,369 victims in 2020 respectively. This means that on average, there was

a per person loss of about $63,702  in 2018, around $74,723 loss per person in 2019, and

around $96,372 loss per victim in 2020.

What Platforms is this scam happening on?: This scam happens on business email

accounts and on scam phone calls. Scammers send phishing emails or hack other employees’



email accounts and force their victims to think that they need to send a bulk amount of money to

another company.

What technology are they using to perform this scam?: This scam happens through the use

of social engineering, where the scammer convinces the victim via phone or email to give up

sensitive information or cash to the scammer.

Why Do Victims Fall For This Scam?: Victims check their company emails to find someone

asking them to transfer money, claiming that they have completed services for these victims.

Knowing that their company regularly does business transactions with other companies, the

employees do not think much about it and send the money over.

How Do Scammers Get Away With It?: Scammers hide behind fake company names that

sound legit. They pretend to be company officials from those companies in order to get away

with their schemes.

How to Avoid This Scam: Keep a record of the companies you work with, along with their

email addresses and the services that were performed, so that you know whether a fake

company is asking you for money or the real one. Make sure to call the company that emailed

you on their official phone number to confirm whether they really need payment or not.

Payments should be made only to company names that sound familiar.

Romance Scams

How This Scam Works: Scammers visit dating apps and social media platforms and pretend to

be someone looking for a significant other. They spark conversations with their victims and

pretend to fall in love with them. Once their victims trust them, they start asking for non-stop

money transfers until they have drained their victims’ bank accounts.



Statistics: According to the IC3, there were 23,751 reported cases with a $600,249,821 lost in

2020. In 2018, there was $362,500,761 lost to romance scams which increased by

$112,513,271 to $475,014,032 in 2019. Then in 2020, the amount lost to romance scams

increased by $125,235,789 to reach $600,249,821. The number of victims was 18,493 in 2018,

19,473 in 2019, and $23,751 in 2020, respectively. It means that, on average, around $19,602

were lost per victim in 2018, around $24,393 were lost per victim in 2019, and around $25,272

were lost per victim in 2020.

According to the poll we ran, this amount may be inaccurate since 73% of people stated they

did not report to the FTC that they were victims of a scam. Out of the 722 people we polled, they

stated that they lost between $9,810,247 and $18,089,500 collectively which is way more than

the reported $23,751.

What platforms do these scams happen on?: Romance scams happen on a variety of social

media platforms and dating apps. According to the poll results of our customers, the top apps

that experience romance scams are Facebook and Google Hangouts. Even though these are

the top apps, romance scams can virtually happen on any platform where it is possible to talk to

strangers.

What technology are they using to perform this scam?: Scammers use social engineering

tactics to perform this scam. They create fake profiles on social media platforms using fake

images and names so that people cannot identify who they really are. Then, they send a

message and call their victims multiple times to show that they truly care for their victims. They

sometimes even do fake video chats using deep fake technology to trick their victims into

believing that it is actually them. However, it is usually easy to catch a fake video chat since they

are usually lagging.



Why do victims fall for this scam?: Victims tend to truly believe that they have fallen in love

with someone online. They think that this person is the perfect one for them who will save the

money to visit them eventually. However, they are left shattered and heartbroken when they

realize that it was all just a scam.

How do scammers get away with this scam?: Scammers hide behind fake photos and

profiles so that they do not get caught. Victims believe them to be the real person in the photos,

which is why romance scammers refuse to do a video chat most of the time. Scammers are also

good at pretending to have similar interests as their victims so that the victims would like them

even more.

How to avoid this scam: You should avoid getting into a serious relationship with someone

else if they are not doing video chat or not meeting in person. Prohibit sending money to anyone

whom you meet online. Make sure that your online relationship is not moving too fast. Be wary if

someone adds you on one of your social media platforms randomly without knowing you.

Investment Scams

How This Scam Works: Scammers pretend to have an investment opportunity for their victims

and convince their victims to join. The victims find the scammers convincing and join their

proposed investment opportunity, which requires them to pay advance money to join. They wire

the money to the scammers with the hope of getting more money back, but the scammers block

the victims after receiving the money.

Statistics: According to IC3, the investment fraud scam has affected 8,788 victims with a loss

of $336,469,000 in 2020. In 2018, $252,955,320 was lost to investment scams which later

decreased by $30,769,125 to $222,186,195 in 2019. Then in 2020, the loss amount of 2019



increased by $114,282,805 to $336,469,000. There were 3,693 victims in 2018, 3,999 victims in

2019, and 8,788 victims in 2020, which means that on average, around $68,495 was lost per

victim in 2018, $55,560 per victim in 2019, and $38,287 per victim in 2020.

What platforms are these scams performed on?: According to CNBC, scammers are using

online investment platforms such as Robinhood and TD Ameritrade. They are also occurring on

social media platforms such as Facebook and Twitter, as scammers create statuses advertising

different types of investment scams that promise high amounts of money.

What technology do they use to perform these scams?: Scammers create fake business

and personal profiles to fool people with the belief of being someone they are not in reality. They

also use cryptocurrency websites and wire transfers to take victims’ money since it is harder to

trace this type of currency transaction. They use messaging apps and emails to communicate

with their victims. They use VoIP phone numbers to make it look like they are from a particular

business, which might actually not exist.

Why do victims fall for this scam?: Victims think that this is a real investment opportunity that

will help them out financially. They believe that it is too good to ignore, so they accept the

scammers’ offer and give them their money. However, the offer is too good to be true; hence,

the scammers block them and take the victims’ money along with them.

How do scammers get away with it?: Scammers hide behind fake photos and profiles as they

advertise fake opportunities to their victims through social media. They also hack innocent

people’s profiles and pretend to be these people while scamming the victims’ friends.

How to Avoid This Scam: Do not talk to anyone on social media who claims to have an

investment opportunity for you. Never comment on posts claiming or convincing you to win

money on CashApp if you send them money in return.



Online Shopping Scams

How this scam works: Scammers create fake websites, pretending to own online shops. They

sell items online, enticing victims to purchase these products on sale. Once the victims

purchase the proposed products, the website states that the item will arrive soon. However,

there is no confirmation email sent to them. The item never arrives and the scammers keep their

money.

Statistics: According to the IC3,as of 2020, there are 108,869 victims,  who lost $265,011,249

due to this scam. In 2018, $183,826,809 were lost, which increased by $12,736,688 to

$196,563,497 in 2019. Then in 2020, the amount increased again by $68,447,752 to

$265,011,249. There were 65,116 victims in 2018, 61,832 victims in 2019, and 108,869 victims

in 2020, which means that on average, around $2,823 was lost per victim in 2018, around

$3,178 was lost per victim in 2019, and around $2,434 was lost per victim in 2020.

What platforms are these scams performed on?: Scammers use fake websites to create

their fake online shops, which lure victims into purchasing items at too-good-to-be-true prices.

They use social media platforms and phishing emails and text messages in order to advertise

these fake websites and lure victims into their fake online shops, from where they use fake

online forms to steal victims’ information.

What technology do they use to perform these scams?: Scammers create fake websites

through free website creators and pay a small fee to buy domain names. They also create fake

mass phishing emails that look like advertisements of the fake stores run by them. On top of

this, they create fake Facebook store pages to make their store look legit while advertising their

store to various Facebook users.



Why do victims fall for this scam?: Victims think that the online shopping websites they are

using are legit, so they purchase the products thinking it is a real online shop. However, they are

left disappointed when they do not get their items even after making payments.

How do scammers get away with it?: Scammers hide behind fake online shops and pretend

to be customer service representatives to trick victims into believing that their online stores are

real. They do not make their identities publicly known, thus making it very hard to catch them.

How to avoid this scam: Watch out for too-good-to-be-true sales that would usually make no

sense at an actual store. Make sure the website design and grammar on the website are

near-perfect with barely any flaws. If there are only limited ways to contact customer service, or

their email is represented as “gmail.com” or “yahoo.com,” this is a major red flag. If the store is

unknown, prior in-depth research on reviews should be done.

Identity Theft

How this scam works: Scammers tend to steal all the possible personal information about you

in order to pretend to be you. They will use phishing scams, romance scams, and other scams

to force you to reveal your personal information. This can include your birthday, address, social

security number, full name, security question answers, and more to trick you. They can access

your bank account, online accounts, apply for credit cards, for government benefits, and more

by using your information. Additionally, they can steal your finances and unemployment benefits

without even making you realize it through credit cards or debit cards.

Statistics: According to the IC3, there have been 43,330 victims of identity theft as of 2020.

These victims have lost a total of $219,484,699 in 2020. In 2018, the losses from identity theft

were at $100,429,691 which then increased by $59,876,098 to $160,305,789 in 2019. Then in

2020, the total amount of losses increased by $59,178,910 to $219,484,699. There were 16,128



victims in 2018, 16,053 victims in 2019, and 43,330 victims in 2020. It means that on average,

around $6,227 were lost per victim in 2018, around $9,986 were lost per victim in 2019, and

around $5,065 per victim in 2020. We also interviewed the senior editor of Security.org Aliza

Vigerman, who ran a survey on identity theft where 700 adults from the United States

responded. She stated that those who are between the ages of 18 and 29-years-old were the

most likely to be victims of identity theft at 15% compared to those who were 45 and older at

8%.

What platforms are these scams performed on?: Any time you give your personal

information to scammers, it can be used in identity theft scams. It means that social media

platforms and dating sites can be used to commit identity theft scams since scammers will

convince you over any platform to give them your personal information.

What technology do they use to perform these scams?: Scammers message victims on

various social media and dating platforms and convince them to share their personal

information. They also use phishing emails, robocalls, and fake websites through various scams

such as online shopping scams, investment scams, and tech support scams to get personal

information out of their victims. They use VoIP phone numbers to spoof their Caller ID and make

themselves look like a trusted source asking for victims’ information. Sometimes they even use

threatening tones over phone calls or messages in order to blackmail someone for extracting

personal information.

Why do victims fall for this scam?: Victims give away their information due to fear, lack of

education on scams, or trust in the wrong person. They usually think that the scammer is

someone who they either trust or fear, so they give their information to the scammers. However,

when they get credit card statements for which they did not apply, that is when they realize

becoming a victim of identity theft.



How do scammers get away with this scam?: Scammers get away with this scam by

pretending to be someone they are not. Sometimes, they will pretend to be a government official

or law enforcement authority, using fear of jail to extract the information from victims. At other

times, they will use the trust factor of being in love with you to get information out of you. They

usually catfish as someone else in order to trick you for your information.

How to Avoid this Scam: Do not give your personal information to a person whom you do not

know. There should be no reason why someone random would want your social security

number, birth date, or security question answers over the phone. If you are ever unsure about

whom you are talking to, hang up the phone and call back the official number of the company,

bank, or government official you wish to talk to.

Spoofing Scam

How this scam works: Scammers create a VoIP phone number and change their Caller ID

information almost instantly. This is because VoIP providers want their customers to own their

phone number and put their name and preferred phone number in Caller ID. However,

scammers take advantage of this technology and change their information so that it looks as if

your bank, some government official, or a certain business is calling you.

Statistics: As of 2020, there are 28,218 victims of the spoofing scams who were scammed out

of $216,513,728. In 2018, the amount lost due to these romance scams was $70,000,248; it

increased by $230,478,185 to $300,478,433 in 2019. Then in 2020, it decreased by

$83,964,705 to $216,513,728. There were 15,569 victims in 2018, 25,789 victims in 2019, and

28,218 victims in 2020. It means that, on average, around $4,496 were lost per victim in 2018,

around $11,651 lost per victim in 2019, and around $7,672 were lost per victim in 2020.



What platforms are these scams performed on?: These scams are performed over the

phone and are not performed on any platforms.

What technology do they use to perform these scams?: Scammers use VoIP phone

numbers and telephone calls to pretend that they are associated with a certain company. They

can change their area code and phone number via Caller ID on a VoIP service to make it look

like they are from a particular company. They also adopt fake names so that no one knows who

was really behind the scam.

Why do victims fall for this scam?: Victims believe that the company, bank, or government

agency reflecting in the Caller ID is calling them in reality. Therefore, they do whatever the

scammer proposes on the phone, thinking that they are paying for something advised by the

company or the government. However, later on, when they see that their bank account has

been drained,  they realize that it is a scam.

How do scammers get away with it?: Victims believe that it is an official call from the

government agency, bank, or company. Therefore, whenever they ask for additional information

from the scammer, they are usually hoaxed since they cannot see the scammer in person.

However, when they get off the phone and see that their information has been misused to drain

their accounts, they do not have any means to trace the number back since it is a VoIP number.

How to avoid this scam: Hang up and call the accurate phone number of the official agency

that was contacting you back to make sure that you are not on the phone with a scammer. Do

not give your personal or financial details to anyone over the phone. If you sense that they are

pressuring you to share your personal information, hang up immediately.

Real Estate/Rental Scams



How this scam works: A scammer will post a listing online and claim that a property is

available to rent or purchase. The victims contact the scammer and ask about the listing they

saw online. The scammer confirms its availability and suggests the victims make a down

payment to the scammer, which is finally confiscated by the scammer. The victims also need to

fill out an application with all their personal information on it. However, once the victims send

over the down payment, the scammer stops talking to them since the desired money has been

received.

Statistics: According to the IC3 data for 2020, 13,638 victims of this scam had lost

$213,196,082. In 2018, $149,458,114 were lost that increased by $71,907,797 in 2019 to

$221,365,911. Then in 2020, it decreased by $8,169,829 to reach $213,196,082. There were

11,300 victims in 2018, 11,677 victims in 2019, and 13,638 victims in 2020, which means that on

average, around $13,226 were lost per victim in 2018, around $18,957were lost per victim in

2019, and around $15,632 were lost per victim in 2020.

What platforms are these scams performed on?: Scammers use platforms like Craigslist and

other rental or real estate sites to list fake properties. Since they are listed on official real estate

sites and rental sites, victims think that these listings are legit and tend to be more likely to fall

for them. Scammers also advertise these listings under fake real estate pages to make them

look like a legit company.

What technology do they use to perform these scams?: Scammers use fake phone

numbers and emails to communicate with their victims about these fake listings. They steal

photos of houses that are listed on these platforms to make the listings look legit. They exploit

the fact regarding the pandemic as an excuse for not viewing the property until it is paid for.

They also accept wire transfers and gift cards so that the victims’ method of payment is

untraceable.



Why do victims fall for this scam?: Victims fall for these scams because they think that the

house listings are legit. Therefore, they immediately make the purchase or rental payment once

they talk to the scammer without giving a second thought. Later, when they try to see the house

before purchasing or renting it, the scammer uses the coronavirus excuse stating that they need

to transfer the money before they can see the house. The excuse is so believable to the victims

that they give the money to the scammers without a second thought.

How do scammers get away with this?: Scammers pretend to be real estate agents or

landlords desiring to rent out their house to someone. They hide behind a fake name and

personality so that they aren’t caught for scamming people out of their money.

How to Avoid this scam: Do not give your personal or financial information to anyone on the

internet for a property that you have not seen in person. If you have not seen the property or site

in person, do not give the supposed landlord or real estate agent any money or personal

information related to that house. Do not pay for a house with a wire transfer or gift card.

Personal Data Breach

How this scam works: Scammers hack into the security systems of their victims’ computers

and steal their sensitive information from them. This information includes their account details,

personal information, and financial information, which can be used to hack into their victims’

accounts, steal their finances, or commit identity theft.

Statistics: According to the IC3 data for 2020, there were 45,330 victims of personal data

breaches who lost almost $194,473,055. In 2018, $148,892,403 were lost and in 2019, the loss

decreased by $28,789,902 to $120,102,501. Then in 2020, it increased by $74,370,554 to

account for the loss worth $194,473,055. There were 50,642 victims in 2018, 38,218 victims in

2019, and 45,330 victims in 2020, which means that on average, around $2,940 were lost per



victim in 2018, around $3,142 were lost per victim in 2019, and around $4,290 were lost per

victim in 2020.

What platforms are these scams performed on?: Scammers steal information from any

vulnerable platform that has a security flaw. Facebook has been the victim of several data

breaches, along with other platforms such as LinkedIn and Yahoo.

What technology do they use to perform these scams?: Scammers access people’s

personal information through the dark web from other scammers who have stolen the victims’

information through security breaches. If a scammer notices a breach in a security system on a

website, it becomes easy to steal your information from these websites. This information could

be used to access many accounts, where scammers can access people’s personal information

and financial information if accessed. That is why it is recommended that victims should use a

different password for each online account they have.

Why do victims fall for this scam?: Victims are at a loss of control when it comes to this

scam. Anyone can be a victim of a personal data breach by owning at least one online account

or having computer access. The scammer violates a website’s security system and steals

information from several online accounts on that site. It could happen to any online platform

such as Facebook, Google, Yahoo, and similar other platforms.

How do scammers get away with this scam?: Scammers have a rich experience of hacking

into security systems on the dark web without being detected. They can also access people’s

information through various websites in case of using an unprotected wifi network.

How to avoid this scam: While there is no way to avoid data breaches completely, there are

many ways to protect personal information in case it is compromised. Make sure to use different

passwords for each website. Additionally, create an email without having any personal



information on it to be used only for personal things. You can also upgrade the security software

in your computer so that hackers cannot access it easily.

Tech Support Scams

How this scam works: Scammers use pop-up advertisements, emails, and phone calls to

advertise a fake customer service phone number for your computer’s manufacturer. They

pretend to belong to a computer company, such as Apple, HP, Microsoft, Dell, and more. They

claim that something is wrong with your computer and convince you to call them and allow them

to fix it. They ask victims to allow them to access the computer and suggest to them a “price” of

the service to fix the computer. The victims agree, thinking that the scammer is legit. They allow

scammers to access their financial information, personal information and give full access to their

computers. The scammers lock their computers and demand more money to give access back

to the victims. However, no amount of money satisfies them, and the victims’ computer remains

locked.

Statistics: According to the IC3 2020 data, there have been 15,421 victims with $146,477,709

lost within the past year. In 2018, there was a loss of $38,697,026 which increased by

$15,344,027 in 2019 to account for the loss of $54,041,053 and in 2020, it increased by

$92,436,656 to $146,477,709. There were 14,408 victims in 2018, 13,633 victims in 2019, and

15,421 victims in 2020. It means that, on average, around $2,685 were lost per victim in 2018,

around $3,963 were lost per victim in 2019, and around $9,498 were lost per victim in 2020.

What platforms are these scams performed on?: Scammers create pop-up advertisements

and ads on platforms that convince the victims to call tech support immediately. These ads claim

that there is a virus on the victims’ computers and they need to get help right away. Platforms



such as Google have restricted third-party tech support ads due to these scams happening

within its websites.

What technology do they use to perform these scams?: Scammers use VoIP phone

numbers and robocalls to make these calls appear from a legit business. They spoof their

phone number and pretend to be any company that they want to be. They are able to fake that

their computer is affected through Windows Event Viewer. This program is used to track the

performance and activity of victims’ computers to pretend as if something wrong has happened

to the computer. They are able to access their computer through remote access software and

make it look like they are fixing the computer. They also use this software to place pop-up ads

on your computer to make it look like it is damaged.

Why do victims fall for this scam?: Victims are fearful that something is actually wrong with

their device, especially since a warning keeps popping up on their computer. They believe that

the pop-up ad is right and realize that they need to call customer service to fix their computer.

As suspected, they realize that maintenance of their computer costs money, so they do not

suspect it to be a scam when the scammer asks them for their financial information. They also

let them gain access to their computer with the belief that the scammer will fix it. Later, when

they realize they have given access to their computer and their information to the wrong person,

they regret it instantly.

How do scammers get away with this scam?: Scammers adopt fake names and hide behind

a phone call so that victims can never see their faces. They pretend to be educated customer

support team members who know what they are doing but are actually scammers trying to steal

the victims’ money.

How to avoid this scam: If there is a pop-up ad, email, or phone call claiming to be tech

support, people should ignore it immediately. Instead, the actual customer support team should



be contacted by visiting the manufacturer’s official website and researching official computer

places to get your computer repaired. Do not give out any personal or financial information to

anyone claiming to fix your computer; instead, take it to an official shop.

Credit Card Fraud

How this scam works: A scammer obtains the victim’s credit card information using different

tactics. Sometimes, they could be a romance scammer who wants the financial details of their

loved ones. At other times, they use skimming devices to steal credit card information from

credit card readers at stores or gas pumps. They could even expose their victim’s credit card

information during a data breach. Once they gain this information, they can use the victim’s

credit card to buy something of value and then sell it to make money from it.

Statistics: According to the 2020 IC3 data, there were 17,614 cases of credit card fraud within

the year, causing a loss worth $129,820,792. In 2018, $88,991,436 were lost which then

increased by $22,499,727 to $111,491,163. Then in 2020, the amount lost increased by

$18,329,629 to $129,820,792. There were 15,210 victims in 2018, 14,378 victims in 2019, and

17,614 victims in 2020, which means that, on average, around $5,850 were lost per victim in

2018, around $7,754 were lost per victim in 2019, and around $7,370 were lost per victim in

2020.

What platforms are these scams performed on?: Credit card fraud is performed when a

scammer obtains access to someone’s credit card information. This can be gained via email,

text messaging, or through any social media platform if a victim is tricked into giving personal

information to a scammer.

What technology do they use to perform these scams?: Scammers create fake websites to

obtain victims’ credit card information by using payment forms that look legit. Victims think they



are entering their payment information to pay for something, while in reality, they are just

handing over their information to the scammer. Scammers also use credit card skimmers in

credit card readers across retail stores, grocery stores, and gas stations to steal the victims’

card information. Along with this, they use social engineering tactics on messaging platforms to

trick victims into sharing their information.

Why do victims fall for this scam?: Victims can sometimes invest too much trust in the person

with whom they are talking on the phone or online and give them their credit card information.

Alternatively, some victims do not even know that their credit card information was stolen

through skimming devices or a data breach. Because of these reasons, scammers use their

credit cards without letting them know unless they constantly check their bank statements.

How do scammers get away with this scam?: Scammers create fake profiles and pretend to

be someone they are not in order to trick the victims into falling in love with them or investing

with them. Subsequently, they ask for victims’ credit card information by making up excuses

regarding reasons why they need it. Once they have this information, they use it on various

websites to purchase things. They also put skimming devices in credit card readers without

anyone realizing this fact.

Corporate Data Breach

How this scam works: Scammers hack into the security systems of different companies and

steal their sensitive information. This information can include their account information,

confidential business information, or financial information. They can use this information to hack

into these companies’ accounts and steal their finances.

Statistics: According to the IC3 data published in 2020, there were 2,794 victims who lost

$128,916,648. In 2018, there was a loss of $117,711,989 and in 2019, it decreased by



$64,313,711 to $53,398,278. Then in 2020, it increased by $75,518,370 to $128,916,648. There

were 2,480 victims in 2018, 1,795 victims in 2019, and 2,794 victims in 2020. It means that on

average, around $47,464 were lost per victim in 2018, around $29,748 were lost per victim in

2019, and around $46,140 were lost per victim in 2020.

What platforms are these scams performed on?: There have been many corporations that

own social media and dating app platforms that have been affected by corporate data breaches.

For example, Facebook experienced a data breach that affected millions of its users due to a

breach in their security system. This affected its reputation since the users trusted Facebook to

secure their accounts; however, it failed to do so. This is why it is important for corporations to

keep their security systems up to date and perform monthly tests to make sure everything is

secure.

What technology do they use to perform these scams?: According to Trend Micro,

scammers tend to look for a loophole in the corporation’s security systems or network in order to

obtain sensitive information. They do this by using either a network attack or a social attack. A

network attack occurs when a scammer hacks into a network using a flaw in the security system

of a corporation. On the contrary, a social attack occurs when a scammer obtains log-in

information from a business. Once the company’s network is accessible through a weak point,

they steal information from the entire company.

Why do victims fall for these scams?: Business victims are at a loss of control when it comes

to such a scam. Anyone can be a victim of a corporate data breach if there is even one online

account or computer access. In such cases, the scammer violates a business's security system

and steals information from several online accounts held by them. It could happen to any online

platform such as Facebook, Google, Yahoo, financial services, and many more.

https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/data-breach-101


How do scammers get away with this scam?: Scammers hide behind their clever hacking

techniques and give fake identities so that no one knows who they really are. They go as far as

possible to hide their IP addresses when they hack into a security system and steal information.

How to Avoid this scam: While there is no way to avoid data breaches completely, there are

many ways to protect your information in case it is compromised. Make sure to use different

passwords for each website you use. Additionally, create an email that would be used only for

personal things and does not have any personal information on it. You can also upgrade the

security software in your computer so that hackers cannot access it easily.

Government Impersonation Scam

How this scam works: Scammers pretend to be government officials and contact the victims

via email, phone call, or snail mail. They claim that the victims owe tax fees to the IRS and

demand that they need to pay it via wire transfer or prepaid debit card. Scammers can say any

fearful thing they can in order to scare the victims into extracting money.

Statistics: According to the IC3 data of 2020, there have been 12,827 victims with

$109,938,030 lost. In 2018, there was a loss of $64,211,765 which increased by $60,080,841 in

2019 to account for the loss of $124,292,606. Then in 2020, this amount decreased by

$14,354,576 to $109,938,030. There were 10,978 victims in 2018, 13,873 victims in 2019, and

12,827 victims in 2020. It means that, on average, around $5,849 were lost per victim in 2018,

around $8,959 were lost per victim in 2019, and around $8,570 were lost per victim in 2020.

What platforms are these scams performed on?: Scammers can use multiple platforms to

pretend to be government officials, such as certain senators, representatives, governors, or

even presidents. All they would need to do is create a fake profile on social media platforms like

Facebook, Instagram, or Twitter and pretend to be a government official whom people follow.



Then, they ask people for money for various excuses such as political campaigns, resources,

and other materials that could help them get elected.

What technology do they use to perform these scams?: Scammers use VoIP phone

numbers to mimic the area codes of government officials depending on where they are currently

residing. They can also mimic Caller IDs to make them look like official phone numbers of

government officials. Additionally, they use DeepFake technology to mimic the voices of

government officials whom they wish to impersonate. This allows scammers to alter their voice

to sound like whomever they want to, making it more believable to the victims that they are the

ones whom they claim to be.

Why do victims fall for these scams?: Scammers are so good at lying that they pretend to be

convincing government agents. They say anything that they can to scare their victims into giving

them their hard-earned cash. Because of this, the victims feel threatened and give up their

personal and financial information, fearful that they might go to jail if they do not share the

information.

How do scammers get away with this scam?: Scammers hide behind the disguise of

pretending to be government agents. They also come up with a fake name and identity when

victims start asking them personal questions. When they call their victims or email them, they

use fake email addresses and VoIP phone numbers. Therefore, it is really hard to trace a

scammer’s true identity to see who it really is.

How to avoid this scam: The government officials will never try to call you or email you if they

are missing something from you. Instead, the officials will send a paper mail notice that states to

send them the missing money or information that you forgot to give them. They also have a

phone number you can call if you have any questions regarding legitimacy, which is

800-919-9835. Before giving over any personal or financial information, it is important to make



sure you received a paper letter and have called the number to confirm that it is actually the

IRS.

Advance Fee Scams

How the Scam Works: Advance fee scammers usually target businesses as they lure you in by

pretending to represent a large corporation or even as a representative of the government.

These scammers tell you that they have a very large sum of money that is ready to be

deposited into your account, and the amount is usually millions of dollars. However, before they

can do that, they ask you to send them an advance or a deposit. Surely it would be fine to send

them the money as you are getting it back tenfold, right? No, it is wrong.

These scammers are reaching out to you under false pretenses, and they have nothing of this

sort to offer. Usually, they will disappear without a trace as soon as they get the money, and you

will become a few thousand dollars short. The scammers will most likely contact you via text

message, email, or fax, which makes them hard to trace and even harder to get your money

back. They are crafty enough to use wire transfer and other similar kinds of money transfer to

dupe you. Once the money is in an overseas account, the odds of you getting it back are pretty

slim.

Statistics: According to the IC3, the advance fee scam has affected 13,020 victims with a total

loss of $83,215,405 in 2020. In 2018, there was a loss of $92,271,682 and it increased by

$8,330,615 to $100,602,297 in 2019. However, in 2020, it decreased by $17,386,892 to

$83,215,405 in 2020. There were 16,362 victims in 2018, 14,607 victims in 2019, and 13,020

victims in 2020, which means that on average, there was about an amount worth $5,639 that

was lost per person in 2018, around $6,887 lost per person in 2019, and around $6,391 lost per

victim in 2020.



What platforms are these scams performed on?: Scammers can go on any platform

pretending to be someone they are not and scam others for money by using fake profiles. With

these fake profiles, they text the victims on how they can get a grand prize for very little value.

All that victims need to do is wire transfer the money to the scammers in order to get the prize

shipped to them. However, once the victim gives the scammer money, the scammer blocks

them and does not give them anything in return.

What technology do they use to perform these scams?: Scammers use social engineering

tactics to trick victims into sending them money. These scams are usually found within a lottery

or a romance scam, where scammers promise victims a prize in exchange for money paid in

advance. They use fake profiles, fake personalities, and fake stories to obtain this cash.

Why do victims fall for these scams?: Victims of online scams come from all walks of life, but

there are a few things that every victim of an advance fee scam has in common, which is the

willingness to take risks. People who are trusting, impulsive, or simply uneducated about scams

often fall for these fraudulent schemes. Another great factor that helps people fall for these

schemes is an inability to take outside opinions or social isolation. Many times, other people can

see the holes in the story that victims were unable to.

How Do Scammers Get Away With It?: On the scammers’ part, they do everything to make

the opportunity look legitimate and real. They use hooks, words of encouragement, and a very

professional tone that leaves no room for doubt. In many cases, the whole thing moves so fast

that the victims barely have time to register what is going on.

How To Avoid This Scam: If you ever encounter an offer that seems too good to be true, just

beware. Government officials and other businessmen do not spend their time contacting people

to offer them stocks and assets just like that, and they most definitely do not hand things out for

free. When faced with a risky business opportunity, talk it out with trusted partners and friends,



find out who it is you are talking to, and be very careful when giving out personal information to

people you do not know.

Extortion Scams

How the Scam Works: A recent study has revealed that people respond more frequently to

threats than they do to the promise of a reward. This may be the reason why extortion scams

are getting more and more popular lately. These scams usually start when you receive an email

from the scammers claiming that they have sensitive information about you, and if you do not

send them a certain amount of money, they will leak that information to all your contacts.

Statistics: According to the IC3, the extortion scam has affected 76,741 victims causing a total

loss of $70,935,939 in 2020. In 2018, there was a loss of $83,357,901 and it increased by

$24,141,055 to $107,498,956 in 2019. Later, in 2020, it decreased by $36,563,017 to

$70,935,939 in 2020. There were 51,146 victims in 2018, 43,101 victims in 2019, and 76,741

victims in 2020. It means that on average, there was about $1,629 that was lost per person in

2018, around $2,494 lost per person in 2019, and around $924 lost per victim in 2020.

What platforms are these scams performed on?: This type of scam is performed on dating

apps and social media platforms. There is an extortion scam going on right now called the

sextortion scam, which is mainly going on within dating apps. Scammers pretending to be

premium girls will message men and lure them onto a video chatting website. They will then ask

them if they want to “have fun” with the premium girls and do inappropriate things in front of the

webcam. Later, the premium girl scammers threaten the men to send them money, or else their

photos will be sent out to the victims’ loved ones.

What technology do they use to perform these scams?: Scammers use the social

engineering tactic of fear in order to get the desired amount of money from their victims. They



use threatening emails and text messages to demand money, or else they will send targeted

victims’ photos to their loved ones. Scammers will sometimes even find a way to access your

computer through malware and shut it down until you give them money. They can either use

sextortion to scare the victims or other methods of blackmailing.

Why Do Victims Fall for This Scam?: Extortion scammers will claim that they have your social

media password or that they have somehow gained access to your webcam. They use this

basic scare tactic to get you to send them money, and at most times, they have little to back it

up. Sometimes, a scammer might actually have your password that they got from the dark web

after a major data breach, but they most likely do not have access to your computer or even

know what that password is for.

In another variation of this scam called sextortion, the scammer claims to have access to your

webcam and to have your footage of viewing and enjoying pornographic content on the internet.

They threaten to send that video to all of your contacts unless you give in to their demands.

They contact you via email, and to make it sound highly threatening; they alter it to look like it

came from your own email address.

Many scammers send these emails and text messages in bulk, hoping to come across someone

who will believe them and take the bait or someone having something to hide. They usually

demand a few hundred dollars be sent to them in bitcoin, but there is no guarantee that it will

stop there if you bite the bullet.

How to Avoid an Extortion Scam: The one thing to keep in mind about these scams is that the

scammer most likely does not actually have access to any information about you, or any other

kind of data besides the leaked password, if at all. You can identify the difference between a

bluff and an actual threat to your data easily.



The best way to handle extortion emails is not to reply to them. Even if you do send them

money, they could just keep asking for more. It is essential that you do not click on any links

inside the email because those links could install malware, viruses, and even spyware into your

computer, effectively giving them access to your devices they did not have before.

In case you still use the password they are threatening you with for any of your online accounts,

change it immediately. As an added measure, do not store any embarrassing or potentially

harmful information about yourself with anyone on your phone or online.

Employment Scams

How the Scam Works: Employment scams take on countless shapes and sizes, but the one

thing that is common in all of them is that scammers take advantage of innocent people looking

for a job. Many scammers post about job opportunities online just like any real company would

do and then wait for the victims to come to them. They lure people into their traps by offering

them a large amount of money with little to no work and advertising perks like being able to be

your own boss, set your own hours, etc. Most of the time, these kinds of ads place more

emphasis on the benefits offered by the job than the actual work.

Once you are “hired,” the scammer will tell you that you will be paid after a month’s worth of

work, but they disappear as soon as it is time to pay. Other scammers tell you that your job is to

receive goods to your home, remove the original packaging and send it back to an address of

their choice. More often than not, these items are expensive purchases made from stolen credit

cards, and you are unintentionally becoming part of a scam. Reshipping goods is not a real job.

Many companies will take you onboard only to take your money in the name of useless training

and certifications before the real job starts, but that time never comes.



Statistics: According to the IC3, the employment scam has affected 16,879 victims, with a total

loss of $62,314,015 in 2020. In 2018, there was a loss of $45,487,120 and it decreased by

$2,868,415 to $42,618,705 in 2019. Then in 2020, it increased by $19,695,310 to $62,314,015

in 2020. There were 14,979 victims in 2018, 14,493 victims in 2019, and 16,879 victims in 2020.

This means that on average, there were about $3,036 that were lost per person in 2018, around

$2,940 were lost per person in 2019, and around $3,691 were lost per victim in 2020.

What Platforms Are These Scams Happening On?: Employment scams happen all over the

internet. Scammers post ads for jobs on social media, on different job boards, and even on their

own fake websites. Many of these scammers contact their victims through online chat rooms

and apps like Telegram. This way, it becomes easier for them to vanish when it is time to pay

their employees. Victims soon find out that much of the contact information they were given by

their employers was fake, which leaves them with no way to recover their lost funds or the

salary which they were promised.

What Technology Are They Using To Perform This Scam?: Most scammers rely on the

internet and the anonymity it offers to perform and get away with these scams. Many times,

scammers can just post fake information about themselves on the internet, create fake profiles

or remain completely anonymous. Sites like Facebook and Instagram are cracking down on

fake profiles created on the site. However, it is not enough to stop them from abusing the

powers of the internet. Many scams even involve bank and credit card theft, which brings

hackers and financial technology into the mix as well.

Most scammers have in-depth knowledge of IT, and that knowledge makes them able to mask

their location and other information effectively.

Why Do Victims Fall for This Scam?: Unemployment has always been a major issue in many

societies, and it drives people to do things they normally would not have done, just to make



ends meet. Many such people are willing to take the chance with shady companies and

employers, even if it means potential theft or working for nothing. We have all personally faced

situations where we felt like we had nothing left to lose, and that is the reason many of these

employment scam victims live day by day.

As a result, people sometimes take a chance on these scams knowingly. On other occasions,

they just are not aware of the risks, like Kaitie Gibbs. She was a single mom of three children

looking for work when she got pulled into a reshipment scam. She worked for a whole month

before the scammers bailed on her right when it was time to pay. The job seemed to be too

good to be true, but that only made her feel hopeful, solely because she lacked the awareness

she needed to steer clear of such “opportunities.”

How Do Scammers Get Away With It?: Scammers usually think ahead and make sure that the

victims have no way of tracing them when they try. After everything is said and done, scam

victims find out that the contact information they were given by their “employers” was fake, and

there is nothing they can do about the money they have lost. Still, it is advisable that scam

victims report this scam to relevant authorities. Not only does it make it easier for scammers to

get caught, but the chances of you getting your money increase with every victim who reports

the same scammer.

How To Avoid This Scam: You can avoid this scam by doing thorough research on the

company that is offering you the job. Educate yourself on what MLMs and pyramid schemes are

and about the many ways that scammers can entrap you in an employment scam.

Do not work for anyone who does not give you a contract to sign, crosscheck all names and

details on the contract, and never agree to any job that asks you to pay for courses or

certifications before you can start work. For remote work opportunities, insist on a video call or

virtual meeting before you enter into a contract with a company, and look out for any signs that

https://www.cnbc.com/2020/10/06/job-scams-have-increased-during-the-covid-19-crisis-how-to-one.html


you are being lied to. In many cases, scammers can impersonate famous organizations and

businesses to seem legitimate, so even if an operation seems okay, take the time out to find out

how they usually hire and operate.

If a job offer seems too good to be true, that is a cause for concern in itself.

Lottery Scams

How the Scam Works: If you ever receive an email or text message telling you that you have

won a lottery or telling you about a special secret lottery with ridiculous chances of winning, you

know what lottery scams are. Many scammers from all over the world tell people about lotteries

that Americans are winning big on, and they can too, but only if they buy this lottery ticket or

deposit this much money into an account so they can send the victim the money, which never

comes.

Statistics: According to the IC3, the lottery scam has affected 8,501 victims with a total loss of

$61,111,319 in 2020. In 2018, there was a loss worth $60,214,814 and it decreased by

$11,572,482 to $48,642,332 in 2019. Then in 2020, it increased by $12,468,987 to $61,111,319

in 2020. There were 7,146 victims in 2018, 7,767 victims in 2019, and 8,501 victims in 2020.

This means that on average, there was about $8,426 that was lost per person in 2018, around

$6,262 lost per person in 2019, and around $7,188 that were lost per victim in 2020.

What Platform Is This Scam Happening On?: Lottery scammers go after their victims via

emails and text messages. More than half of all lottery scams reported in 2020 were delivered

by text messages, even though almost no money was lost to them. Scammers posted statuses

on platforms such as Facebook and Twitter, claiming that victims can make money if they send

over their information and money. Once the victims send over money and information,

scammers would block them and not give victims what they promised.



What Technology Are Scammers Using?: Scammers usually buy “sucker’s lists'' or lists of

potential victims from the dark web or through their own network. Once they have a list of

people whom they can text, they send scam emails, text messages, and even mail out to them.

Sometimes, the scammers will resort to cold calls if they feel that it garners profitable results.

Why Do Victims Fall For Lottery Scams?: Many people do not know that buying international

lottery tickets is a violation of federal law. On the other hand, it is almost impossible to tell the

difference between a genuine lottery opportunity or a scam these days. Scammers might talk

about secret ways to win lotteries to make it sound like the information is not supposed to be on

the internet in the first place. All this makes it hard for anyone to verify lottery scams and makes

it easier for scammers to steal money.

How Do Scammers Get Away With It?: When someone plays the lottery, they are already

risking their money to lose, and when a scammer informs the victim of a loss, they are not

surprised. It is nothing out of the ordinary for games of chance, and that is what makes it easier

for these scams to continue. Sometimes, a target will even be willing to “take a chance” on the

scam again.

How To Avoid Lottery Scams: If you play any international lotteries, you are in direct violation

of federal law. This alone should be enough to keep people away from these scams, but sadly

not enough people are aware of this law. There are no secrets to winning the lottery, and

anyone who contacts you claiming to know one is most likely trying to scam you. If you steer

clear of unwanted and unexpected messages, especially those talking about great lottery

winnings and the chance to win big, you would be able to avoid a scam.

Phishing Scams



How this scam works: Scammers send the victims emails, messages, or text messages that

contain links. The email or message comes up with different excuses as to why users should

click the link in the email or in the message. Usually, the link directs them to a fake website that

installs malware onto their device. They also contain forms that instruct victims to enter their

personal and financial information. Once scammers have this information, they steal their

victims’ finances and identities.

Statistics: According to the IC3, the phishing scam has affected 241,342 victims, with a total

loss of $54,241,075 in 2020. In 2018, there was a loss of $48,241,748 and it increased by

$9,594,631 to $57,836,379 in 2019. Then in 2020, it decreased by $3,595,304 to $54,241,075 in

2020. There were 26,379 victims in 2018, 114,702 victims in 2019, and 241,342 victims in 2020.

It means that on average, there were about $1,828 that were lost per person in 2018, around

$504 lost per person in 2019, and around $224 were lost per victim in 2020.

What platforms are these scams performed on?: Scammers spread phishing scams through

emails, text messaging, pop-up advertisements, instant messaging through social media

platforms, and social media statuses. They usually advertise that there is a giant sale that

everyone should participate in, and the links advertise direct victims to fake websites.

What technology do they use to perform these scams?: Scammers use different methods to

spread phishing scams such as emails, text messages, social media platforms, and pop-up

advertisements. They use fake websites to lure victims and steal their financial information and

money in whatever manner they can. These fake websites usually install malware on victims’

devices that steal additional information from their devices. They also use fake payment and

information forms to steal victims’ information, whereas victims think that they are paying for

something.



Why do victims fall for this scam?: Victims fall for this scam because the emails and

messages sent to them look legit. Sometimes, these messages pretend to be the stores or

banks that we all know very well, making it hard to determine whether or not the email or

message is fake. Clicking on the link in the email could also bring you to a legit-looking familiar

website, making you think that it is real.

How do scammers get away with it?: Scammers hide behind fake emails and messages,

pretending to be representatives of the company emailing the victims. The victims believe in

their disguise and go through with the scam.

How to avoid this scam: Do not click on any links within the emails or messages you receive.

If you are not sure whether or not the email is fake, look at the sender’s information to see if

someone from an official company has sent the email. If you still cannot identify, then delete the

message and go onto the website directly. Additionally, do not go onto any websites that you do

not know without doing research on them.

Overpayment Scams

How the Scam Works: When you sell any of your products online, beware of overpayment

scammers. They pretend to be interested in your product or service, be the perfect customer,

and make you an offer that you get happy with, and when the time comes to make the payment,

they intentionally send you an amount larger than what you agreed on, pretending it to be

accidentally transferred amount, and then ask you to send it back. Of course, you will find out

later that the amount you received was fake or sent to you by a stolen credit card, and you will

lose it. Even worse, you will also lose the money you sent to the scammer and the product you

sold them if it has already been shipped.



The scammers will ask you to pay them the money through wire transfer, a gift card, or anything

similar. This makes it even harder for you to get it back once you realize you have been

scammed.

Statistics: According to the IC3, the overpayment scam has affected 10,988 victims, causing a

total loss of $51,039,922 in 2020. In 2018, there was a loss of $53,225,507 and it increased by

$2,594,705 to $55,820,212 in 2019. Then in 2020, it decreased by $4,780,290 to $51,039,922 in

2020. There were 15,512 victims in 2018, 15,395 victims in 2019, and 10,988 victims in 2020. It

means that on average, about $3,431 were lost per person in 2018, around $3,625 were lost per

person in 2019, and around $4,645 were lost per victim in 2020.

What Platforms Are Overpayment Scams Happening On?: Most scammers scour classified

pages and ads and even target small businesses when looking for their next victims. They then

contact their victims through the app they are using or even through phone or email. In all of

their communication modes, they are careful not to give any of their personal information but are

most likely to get their hands on yours. Later, they take advantage of banking processes and

hard-to-reverse transaction methods like wire transfer and gift cards to dupe you out of your

money.

What Technology Are They Using To Perform This Scam?: Scammers use the internet,

email, and ways of anonymous communication to scam their victims. You will find them

wherever goods and services are sold, as they generally prefer to target smaller businesses like

Etsy and independent producers.

Why Do Victims Fall for This Scam?: People who run an online business usually have no

reason to doubt a buyer’s intention, especially when everything is going right on track. It’s all

business as usual for overpayment scams, and alarm bells start ringing only after money has

changed hands. Now, people might find them stuck between declining to return the money,



which would possibly open them up to legal prosecution if the request is legitimate, or to the

possibility of losing their own money if it is not.

In these situations, a business owner might choose to protect the business from legal

ramifications rather than decline to send back the money.

How Do Scammers Get Away With It?: Fake buyers are careful not to reveal any information

about themselves to business owners, as most of the information they provide turns out to be

fake. The methods of transfer they use turn out to be hard to trace as well, and it becomes

evident as soon as you try going after the scammers to realize that they were carefully setting

the stage for their own disappearing act right from the start.

How To Avoid Overpayment Scams: The safest way to avoid overpayment scams is to wait at

least a week before sending money back to the buyer who paid too much money. This will give

your bank ample time to figure out if there is anything wrong with the money deposited into your

account, and you can save yourself from the financial loss. If they are a genuine buyer, they will

understand your concerns, but a scammer might disappear without much trouble as soon as

they realize you are considering this possibility and ready for it since it only increases the

scammer’s chances of being found out.

Ransomware Scams

How the Scam Works: Ransomware is a kind of malicious software that can lock all access

you have to your own computer, which scammers will unlock only if you agree to pay them a

certain sum of money. Basically, hackers and cybercriminals hold your computer hostage and

demand ransom for it without ever even touching it. You can encounter this scam by clicking on

unknown ads, links in your emails, text messages, and even visiting a website with the

ransomware installed in it.



Statistics: According to the IC3, the ransomware scam has affected 2,474 victims, with a total

loss of $29,157,405 in 2020. In 2018, there was a loss worth  $3,621,857 which had increased

by $5,343,990 to $8,965,847 in 2019. Then in 2020, it increased by $20,191,558 to $29,157,405

in 2020. There were 1,493 victims in 2018, 2,047 victims in 2019, and 2,474 victims in 2020. It

means that on average, there was a sum of about $2,425 that was lost per person in 2018,

around $4,379 lost per person in 2019, and around $11,785 lost per victim in 2020.

What Platforms Is the Scam Happening On?: The scam happens through the internet when

you click on any links or visit websites that have ransomware embedded into them. Once the

virus is inside your computer, you will start seeing messages demanding a certain sum of

money to get access to your device back, or you will risk losing all your data. Sometimes, the

scammers will contact you via phone, email, or any other medium to scare and threaten you

further into giving them money.

What Technology Are They Using?: Ransomware is made by software engineers and IT

experts who decide to scam people for a living. These viruses will either trick users into handing

over admin access to them or exploit current gaps in a computer’s security to get into it and gain

control. Then, the virus encrypts all files in the said computer and displays messages telling

users to pay someone in cryptocurrency to get the decryption key.

Why Do Victims Fall for This Scam?: Many people carelessly click on a link or visit a website

that looks harmless, and the only way to tell that you have been scammed is until after it is too

late. There is not much fooling going on, and unless you carefully examine every website you

visit and regulate all that you do on the internet, you might fall victim to a ransomware scam.

How Do Scammers Get Away With It?: Scammers barely ever leave any traces of themselves

in the computers they attack, and the virus itself cannot be used to get to them. What is more

disturbing is that the scammers request payment in bitcoin, which is untraceable. Many times,



the scammers are in a different country outside of the law enforcement authority’s jurisdiction

which makes it next to impossible to trace them.

How To Avoid These Scams: When you are surfing the internet or when you receive an email

from a source you do not recognize, avoid clicking on it. Links from unknown sources and shady

websites are always off-limits, and you should invest in security services that can detect the

presence of viruses in your computer. Keep the software on your devices updated, and avoid

using older or outdated versions of different apps and software. These versions will only weaken

your computer’s security and leave it vulnerable to ransomware attacks.

Health Care Scams

How the Scam Works: Health scammers attempt to sell you fake cures for different diseases

that are actually useless. In doing so, they prevent you from getting any actual treatment for

your disease and sell you fake medicines for real money.

Statistics: According to the IC3, the health care scams have affected 1,383 victims facing a

total loss of $29,042,515 in 2020. In 2018, there was a loss of $4,474,792 and it decreased by

$3,345,954 to $1,128,838 in 2019. Then in 2020, it increased by $27,913,677 to $29,042,515 in

2020. There were 337 victims in 2018, 657 victims in 2019, and 1,383 victims in 2020. It means

that on average, there was about $13,278 lost per person in 2018, around $1,718 lost per

person in 2019, and around $20,999 that was lost per victim in 2020.

What Platform Is the Scam Happening On?: This scam happens almost everywhere, from

emails to social media, to TV ads, and even department stores and pharmacies. Scammers use

smart marketing tricks and attractive advertisements to attract customers who hope to find a

cure for their diseases and issues, but little do the buyers know that this cure-all is actually good

for nothing.



Some scammers deliver straight to your doorstep, and this way, they can avoid inspections and

find loopholes around rules and regulations regarding health products and services.

What Technology Are Scammers Using for Health Scams?: Scammers use marketing

technology to sell their fake health products. They also use social media, private messaging

sites like WhatsApp and might even go as far as to create their own e-commerce and product

website. Scammers may also ask for payment in non-traditional ways like wire transfer, and

provide fake addresses, or use untraceable emails to promote the product. This way, they can

avoid being caught even in case their scam is found out.

Why Do Victims Fall for This Scam?: Scammers prey on the emotions of the victims by giving

them hope and offering them a solution when they feel like they have exhausted all options. Sick

persons are often willing to try almost everything they can to get better, and many spend money

on these “miracle cures” with the hope that one of them actually works. Other times, people who

buy these cures are believers of homeopathic medicine or natural and traditional cures for

sickness but end up falling for these fads instead.

How Do Scammers Get Away With It?: This scam is one of the rare scams where people do

not often get away with it and are usually apprehended and caught, but not before doing

significant damage to thousands of people. Sometimes, however, the only justice that the scam

victims receive is the product being taken off the shelves, leaving the scammers free to cook up

another scam. An example of health scammers getting what they deserve is when the people

responsible for marketing light-emitting devices as a cure for almost all diseases, like AIDS and

Diabetes, were sentenced to prison.

How To Avoid This Scam: Consumers can avoid this scam by educating themselves about the

different lies marketers tell to get people to buy fake medicines. Anything that is marketed as a

cure-all, miracle cure, or quick fix is likely to be fake. Do not trust personal testimonials of how a

https://www.justice.gov/opa/pr/three-conspirators-sentenced-166m-fraudulent-medical-device-scheme


specific product cured someone’s mental illness; people can lie, and these testimonials cannot

be a stand-in for actual medical research.

Civil Matter Scams

How the Scam Works: Scammers pretend to be representing a law firm in the victims’ area

and call unsuspecting victims to convince them to send the money to the scammers. In many

cases, the scammers already know where victims work, how many children they have, and any

other information that any government official would know. They even know the right things to

say, the legal terminology behind lawsuits, and deliver the bad news to victims in a very

professional manner.

Once the victims are fully convinced of the legitimacy of the caller, they tell the victims that a fee

needs to be paid in order to get the case against them thrown out. Victims see no choice in the

end and pay up.

Statistics: According to the IC3, the civil matter scam has affected 968 victims, with a total loss

of $24,915,958 in 2020. In 2018, there was a loss of $15,172,692 and it increased by

$5,070,175 to $20,242,867 in 2019. Then in 2020, the loss increased by $4,673,091 to

$24,915,958. There were 768 victims in 2018, 908 victims in 2019, and 968 victims in 2020. It

means that on average, about $19,756 were lost per person in 2018, around $22,293 were lost

per person in 2019, and around $25,739 were lost per victim in 2020.

What Platform Is This Scam Happening On?: Scammers usually resort to cold-calling their

victims or emailing them about these fake lawsuits. Once the victimshave been scared enough

and show a willingness to give them money, scammers demand a transaction through wire

transfer or any similar way that is hard to reverse.



What Technology Are They Using?: Scammers use untraceable phone numbers, email

addresses, and different routing methods to make sure they are not caught. Many even use

public telephones and pay-per-hour internet cafes to remain anonymous.

Why Do Victims Fall for This Scam?: Scammers choose their victims carefully and do a lot of

research about them before calling them up. They are knowledgeable not only about the kind of

terminology a real lawyer from a law firm would use but also of court protocols and procedures.

All this makes it hard for the victims to figure out that the caller is a fake lawyer, and they use all

kinds of underhanded tactics to scare the victims, as well. By this method of establishing

authority, making the victims believe in their legitimacy, and then eventually scaring them, the

scammers get away with making them pay hundreds of thousands of dollars to get rid of a

lawsuit that never existed.

How Do Scammers Get Away With It?: Throughout the whole process, scammers never give

up any real information about themselves. Even if the law firm they pretend to represent is real,

law enforcement soon finds out that they never had any connection to the scammer. The

numbers and information they give to their victims are almost always fake, and the scammers

can even be in a different part of the world, out of the jurisdiction of law enforcement agencies in

the USA.

How To Avoid This Scam: You would not ever have to pay to get a lawsuit thrown out without a

court hearing involving your lawyers and reaching an out-of-court settlement. No lawyer will ever

withhold information about why you are being sued, and you cannot go to prison for civil

lawsuits. These are some of the top scare tactics scammers use against unsuspecting victims

but do not worry; they would not come after you.

You can avoid this scam by only paying the callers in person or insisting that they show you

documentation for any debt or fee that you supposedly owe them.



Misrepresentation Scams

How the Scam Works: Scammers pretend to be company officials or sellers of great service,

but when the buyers pay for it, and the products arrive at their door, or when it is time to receive

the service, they find out that the service was of significantly cheaper and substandard quality

than it was shown to be. Victims often end up paying more than they should for a service that is

worth significantly less.

Statistics: According to the IC3, the misrepresentation scam has affected 24,276 victims with a

total loss of $19,707,242 in 2020. In 2018, there was a loss worth $20,000,713 and it decreased

by $7,629,140 to $12,371,573 in 2019. Then in 2020, it increased by $7,335,669 to $19,707,242

in 2020. There were 5,959 victims in 2018, 5,975 victims in 2019, and 24,276 victims in 2020. It

means that on average, there were about $3,356 that were lost per person in 2018, around

$2,070 lost per person in 2019, and around $811 lost per victim in 2020.

What platforms are these scams performed on?: These scams are practiced all over social

media platforms, such as Facebook or Twitter. Scammers pretend to be businesses that are

selling goods or services to the victims. Scammers make their fake profiles look legit so that

victims would purchase from them.

What technology do they use to perform these scams?: Scammers use fake websites to

make their businesses look legit, along with PhotoShopped logos. They also create fake profiles

by using stolen images and the personalities of other people. By using these fake profiles, no

one knows who they are, which makes it harder for them to get caught. They also use

advertising tactics via messages and emails to spread their messages to different victims.

Why Do Victims Fall for This Scam?: Scammers do the most they can to make the product

seem legitimate and of good quality, both on their website and on social media pages. They



have answers to almost all of the buyers’ questions and make their product sound more

attractive by offering “exclusive deals” and special offers to the victims.

How Do Scammers Get Away With It?: Scammers ask to pay through wire transfer or other

shady methods which cannot be traced back to them, and that makes it hard for the victims to

get their money back. Moreover, any company information and even personal information that

the scammers might have given the victims in the course of their collaboration is most likely to

be fake. This makes it hard for law enforcement authorities to track these scammers, as many

victims are even unwilling to report a scam to the police that costs them just a few hundred

dollars.

How To Avoid Getting Scammed: If you are making an online purchase, check reviews for the

company on third-party and independent websites before buying. If available, choose to pay

through cash on delivery and check the product before paying. You can even just shop in stores

in person if you have been vaccinated or when the COVID-19 pandemic eases a little. This way,

youwill be able to see for yourself what you are buying.

Malware/Virus Scams

How the Scam Works: This scam works by installing harmful spyware or malware into your

computer that lets scammers see what you are doing. Scammers and cybercriminals can then

use this information to blackmail you into giving them money or stealing your personal

information to get the money straight from your bank account. They can also use your credit

card information to make purchases online without your knowledge or consent.

Statistics: According to the IC3, the malware/virus scam has affected 1,423 victims, inducing a

total loss of $6,904,054 in 2020. In 2018, there was a loss of $7,411,651, which had decreased

by $5,402,532 to $2,009,119 in 2019. Then in 2020, it increased by $4,894,935 to $6,904,054 in



2020. There were 2,811 victims in 2018, 2,373 victims in 2019, and 1,423 victims in 2020. It

means that, on average, a sum of about $2,636 was lost per person in 2018, around $846 was

lost per person in 2019, and around $4,851 was lost per victim in 2020.

What Platform Is This Scam Happening On?: More than 80% of the scams reported by

people across America were targeted through emails, and some of them were also targeted by

cold calls after the virus had already infiltrated the victims’ computer devices.

What Technology Are Scammers Using?: Scammers are developing complex computer

software that is almost undetectable to conduct these scams. They infiltrate victims’ computers

with its help and monitor their activity for a few days, gaining access to their files and personal

information. Another variant of this scam, the ransomware scam, uses a version of this virus that

can encrypt your computer files and lock you out of your own device. Scammers also use

advanced technology to make themselves untraceable and program their viruses to act like

computer admin. This way, they can trick you into letting the viruses have authority over your

computer and its functions.

Why Do Victims Fall for This Scam?: Victims rarely ever know this scam is happening before

it is too late. Scammers use methods like phishing and fake websites to lure people into

downloading these viruses on their computers, and often just clicking on a link in a fake

promotional email is enough to make victims fall for this scam.

How Do Scammers Get Away With It?: Scammers usually demand their compensation in

bitcoin in these cases, which is untraceable. Similarly are the viruses they use and the email

addresses they are operating from. The location for their emails and devices is routed through

various countries to lead law enforcement agencies off their track, and mostly, the scammers

never even talk to you on the phone. The whole operation is brutal, straightforward, and carried

out with precision.



How To Avoid the Scam: If you ever receive emails with funny-looking links from any source,

do not click on them. Emails from unknown sources, even if they look legitimate, are the most

common way for hackers and cybercriminals to get into your computer devices. After that, they

can blackmail you, lock you out of your own computer, steal your identity and your money, and

do much more.

Keep your computer software updated and install reliable anti-virus services into it to increase

your chances of staying safe. Many online security services even warn you about malicious

links, block scam emails from landing in your inbox and keep you away from fake and malicious

websites.

Harassment Scams

How the Scam Works: On rare occasions, scammers might threaten, harass, and intimidate

you into giving them money. They can do so by threatening either you or an immediate family

member and warning you of the consequences if you go to the police with the problem. Many

times, there is no guarantee that the criminals will leave you alone even after you pay for the

scam.

Statistics: According to the IC3, the harassment scam has affected 18,415 victims with a total

loss of $6,547,449 in 2020. In 2018, there was a loss of $21,903,829 and it decreased by

$2,037,175 to $19,866,654 in 2019. Then in 2020, it decreased by $13,319,205 to $6,547,449 in

2020. There were 18,415 victims in 2018, 15,502 victims in 2019, and 20,604 victims in 2020,

which means that on average,about $1,189 amount was lost per person in 2018, around $1,281

were lost per person in 2019, and around $317 were lost per victim in 2020.

What platforms are these scams performed on?: These scams can be performed on any

platform that has a messaging feature embedded into it. Basically, the scammer harasses the



victims in extortion and romance scams to give them money until the victims hand over their

hard-earned savings. Even if the victims give the money to the scammers, they could still bug

the scammers until their bank account is drained.

What technology do they use to perform these scams?: The technology used to perform

this scam is heavily based on social engineering tactics. Scammers will type out their messages

in an intimidating way until victims hand over what they have.

Why Do Victims Fall for This Scam?: Victims fall for this scam due to the fact that they are

being scared out of their money. Scammers know that if they never leave their victims alone and

say fearful things to them, they will eventually hand over their money. Sometimes, they threaten

victims through extortion scams, stating that they will reveal something to the victims’ loved

ones if they do not hand over the money. Other times, they will call them abusive names and

bully them until victims cannot take it anymore and agree to send them cash.

How Do Scammers Get Away With It?: Scammers create fake profiles, use VoIP phone

numbers, and unidentifiable email addresses in order to avoid being caught. They lure the

victims through blackmailing or an emotional relationship and then harass the victims in order to

get what they want. Scammers are persistent and do not leave the victims alone until they have

sent over every penny.

How To Avoid This Scam: You can avoid this scam by not handing over your money to anyone

online, even if they are sending you threatening or insulting messages. The best way to avoid

this scam is to block them and not take anything they say personally. The only reason why

scammers are mean to the victims is to get their hands on the victims’ money; they do not really

mean what they say. If you block them, you do not have to deal with them. If the messages

become too bad, you can even call the local law enforcement authority for further assistance.



Copyright Scams

How the Scam Works: Copyright scammers usually target internet content creators and

bloggers, alleging that something on the victims’ website is actually theirs and that they are in

violation of copyright laws. These scams either demand payment for the supposed breach, send

a link directing back to their own website filled with malware or ask you to click on a link to see

proof that you are in violation of copyright law. This is usually an attempt to gain access to your

computer for identity theft or monetary gain.

Statistics: According to the IC3, the ransomware scam has affected 4,213 victims with a total

loss of $5,910,617 in 2020. In 2018, there was a loss of $15,802,011 and it decreased by

$5,508,704 to $10,293,307 in 2019. However, in 2020, it decreased by $4,382,690 to

$5,910,617 in 2020. There were 2,249 victims in 2018, 3,892 victims in 2019, and 4,213 victims

in 2020. It means that on average, a sum of about $7,026 was lost per person in 2018, around

$2,644 was lost per person in 2019, and around $1,402 was lost per victim in 2020.

What Platform Is This Scam Happening On?: Scammers usually scour the internet for

bloggers and social media personalities and then contact them via email to complain about

copyright violations. They demand to be paid via methods that are shady, uncommon, or hard to

recover the money back.

What technology do they use to perform these scams?: Scammers use social engineering

tactics to convince blog writers or business owners that they are violating copyright policies.

They create fake profiles, VoIP phone numbers, and unidentifiable email addresses so that

victims cannot figure out who they really are. They create phishing links that seem legit, claiming

that they have a website or a copyright certificate to prove that their photo is really theirs.

However, when you click on the link, it brings malware to your device that steals your

information.



Why Do Victims Fall for This Scam?: Many people do not have a very good understanding of

copyright laws and the ways they can be violated, and a content creator’s whole reputation

could be ruined by a single accusation. Because of this, bloggers and influencers are careful

and quick to do damage control when accusations like this emerge. Sometimes, the scammer

goes back to the original source of the image or content and manipulates it to make it look like

they are, indeed, the owners of the original content. There is virtually no way in such cases for

the victims to know that they are being scammed, and they end up paying huge amounts to

settle a copyright violation that they did not even commit.

How Do Scammers Get Away With It?: Scammers use their usual tricks to get out of this

scam. They are usually equipped with an untraceable email and phone number, shady methods

of receiving payment, and total anonymity online. These factors come into play only when the

victims realize they were being scammed, and sometimes that does not happen ever. Often in

cases like these, the content creators believe that they did the right thing by paying for the

content they wrongfully took over.

How To Avoid This Scam: You can avoid this scam by educating yourself about copyright laws

and knowing that photos and online content are freely available for commercial use. You can

even consult a lawyer in the matter, who might be able to help you figure out if you have actually

committed copyright infringement or if the scammer is lying. If possible, do not click on any links

or call any numbers given in the initial email.

The Technology Behind Scams

At Social Catfish, we interviewed a few cyber technology specialists about the state of online

scamming and how we might be able to use emerging technology to combat scams. According



to Chris Hauk of Pixel Privacy and Paul Bischoff of Comparitech, artificial intelligence can track

a pattern in scam emails using large datasets and delete scam emails from people’s inboxes.

Along with this, Dave Hatter from IntrustIT stated that users should stop, think and protect

themselves. He suggests that people should use different passwords for all their online

accounts by using a password manager. If a user’s password is the same for all online accounts

and is leaked by a data breach, a scammer would be able to access all online accounts that the

user has. However, if each password is different, only one account would be compromised. He

also thinks users should educate themselves in knowing when a scammer is messaging them

and to be skeptical about each message they receive.

According to Hatter, scammers will use any source of technology they can find to scam their

victims. According to Hauk, scammers will steal data from their victims using the dark web to

look for the latest data breaches. According to Bischoff, he also agrees that scammers use data

breaches to steal victims’ information and he also states that they heavily rely on phishing

emails to trick victims out of passwords and financial information.

The Growth of Online Scams From 2017 to 2020

Top 5 Fastest-Growing Scams

According to the IC3 reports of 2017 and 2020, it became possible to calculate the amount of

growth between each scam and find the top 5 fastest-growing scams between 2017 and 2020.

We were also able to do the math and find the average amount lost per victim and growth rates

per scam. We also revealed the top 5 states where each scam lost the highest sum of money

during the years 2017 and 2020.

BEC Scams

https://pixelprivacy.com
https://www.comparitech.com
https://www.intrust-it.com


2017 Amount Lost: $676,151,185

2017 Victim Count: 15,690

2017 Amount of Money Lost per Victim: $43,094

2017 Top 5 States Where Most Amount of Money Was Lost:

1. California: $106,225,791

2. Florida: $62,671,503

3. Texas: $53,623,820

4. New York: $45,829,594

5. Arizona: $44,513,746

2020 Amount Lost: $1,866,642,107

2020 Victim Count: 19,369

2020 Amount of Money Lost Per Victim: $96,373

2020 Top 5 States Where Most Amount of Money Was Lost:

1. New York: $268,343,363

2. California: $219,121,752

3. Texas: $136,223,701

4. Ohio: $129,728,566

5. Florida: $115,001,364

Growth of Money Lost from 2017-2020: $1,190,490,922

Growth Rate: 59%



Why Did This Scam Grow So Much?: According to the IC3, this scam has evolved over the

years. In 2013, scammers used to target the email accounts of chief executives and chief

financial officers and then request employees to send money to fraudulent places. The

employees complied, thinking that the person was the authority as claimed. Now, scammers are

compromising personal emails, vendor emails, lawyer email accounts, and real estate accounts

to request W-2 information, gift cards worth large amounts of money, and real estate sectors.

Romance Scams

2017 Amount Lost: $211,382,989

2017 Victim Count: 15,372

2017 Amount of Money Lost per Victim: $13,751

2017 Top 5 States Where Most Amount of Money Was Lost:

1. California: $31,622,647

2. Texas: $23,428,327

3. Florida: $13,175,474

4. New York: $9,936,633

5. Georgia: $9,922,969

2020 Amount Lost: $600,249,821

2020 Victim Count: 23,751

2020 Amount of Money Lost Per Victim: $25,273

2020 Top 5 States Where Most Amount of Money Was Lost:



1. California: $120,492,182

2. Texas: $42,181,951

3. Florida: $40,173,934

4. Michigan: $28,616,190

5. New York: $26,286,815

Growth of Money Lost from 2017-2020: $388,866,832

Growth Rate: 61%

Why Did This Scam Grow So Much?: According to the FTC, the number of people who are on

dating apps is increasing and it is harder to meet people in person due to the pandemic.

Because of this, many scammers are stealing fake photos and personalities of other people to

create dating profiles. The pandemic has made it easier to make excuses for not being able to

meet someone in person and has also inspired new stories asking for money from the victims.

Scammers cancel plans to meet and ask for money due to a positive COVID-19 test, being in

the hospital due to COVID infection, their plane being canceled due to COVID restrictions, and

many such reasons. Gift card romance scams have also increased by 70% and are the most

often requested payment methods, along with wire transfers. This makes it extremely difficult for

victims to get their money back.

Investment Scams

2017 Amount Lost: $96,844,144

2017 Victim Count: 3,089

2017 Amount of Money Lost per Victim: $31,351

2017 Top 5 States Where Most Amount of Money Was Lost:



1. California: $9,720,720

2. Texas: $6,690,034

3. Colorado: $6,274,631

4. New York: $5,277,761

5. Florida: $3,343,279

2020 Amount Lost: $336,469,000

2020 Victim Count: 8,788

2020 Amount of Money Lost Per Victim: $38,287

2020 Top 5 States Where Most Amount of Money Was Lost:

1. California: $65,674,226

2. Texas: $27,612,852

3. Florida: $20,635,450

4. New York: $20,457,949

5. Illinois: $9,099,966

Growth of Money Lost from 2017-2020: $239,624,856

Growth Rate: 82%

Why Did This Scam Grow So Much?: According to the SEC, scammers like to use uncertain

times, such as the coronavirus pandemic, as an excuse to steal other people’s money. They

advertise their investment as a way that victims can make money due to the pandemic, making

more people fall for this investment trap. Resultantly, victims invest their money, assuming it to

be a good opportunity, and are only left disappointed at the end.

https://www.sec.gov/


Spoofing Scams

2017 Amount Lost: $0

2017 Victim Count: 0

2017 Amount of Money Lost per Victim: $0

2017 Top 5 States Where Most Amount of Money Was Lost:

N/A

2020 Amount Lost: $216,513,728

2020 Victim Count: 28,218

2020 Amount of Money Lost Per Victim: $7,673

2020 Top 5 States Where Most Amount of Money Was Lost:

1. California: $33,552,417

2. Texas: $24,790,138

3. Colorado: $17,975,365

4. New York: $12,943,467

5. Georgia: $11,432,298

Growth of Money Lost from 2017-2020: $216,513,728

Growth Rate: Unknown

Why Did This Scam Grow So Much?: According to CNBC, the spoofing scam grew

significantly due to the rise of the neighbor scam in 2018. In this new method of scamming



others, scammers spoof their Caller ID to a familiar local number that is recognizable to victims.

They might even impersonate the victims’ bank in order to get what they want. Since the phone

number matches the number of the business or person whom they think is calling, the victims

are more likely to fall for this scam.

Real Estate/Rental

2017 Amount Lost: $56,231,333

2017 Victim Count: 9,645

2017 Amount of Money Lost per Victim: $5,830

2017 Top 5 States Where Most Amount of Money Was Lost:

1. California: $9,192,862

2. Florida: $5,684,181

3. Texas: $5,135,331

4. South Carolina: $3,134,968

5. Illinois: $3,104,993

2020 Amount Lost: $213,196,082

2020 Victim Count: 13,638

2020 Amount of Money Lost Per Victim: $15,633

2020 Top 5 States Where Most Amount of Money Was Lost:

1. California: $34,381,477

2. Florida: $29,867,798



3. Texas: $23,085,237

4. New York: $14,537,349

5. Georgia: $8,574,500

Growth of Money Lost from 2017-2020: $156,964,749

Growth Rate: 93%

Why Did This Scam Grow So Much: According to CNBC, rental scam red flags have

escalated by 30% since the start of the coronavirus pandemic. This is due to a major increase in

the use of online rental applications being used to rent out properties so that people all over the

nation could follow stay-at-home orders. If people could rent out properties without making

contact with others, then the coronavirus would not have spread this much. However, this

caused rental scams to spread as scammers created fake rental online applications and posted

them via Craigslist and other scam websites.

Victims Have Grown From 2017 to 2020 In Each Age Group!

According to the IC3, the number of people who were victimized by scams in 2017 was

233,808. Then in 2020, the number of victims nearly doubled to 465,177 people.

In the under-20 age group, there were 9,053 victims in 2017 compared to 23,186 victims in

2020, showing that the number of victims rose by 52%.

In the 20-29 age group, there were 41,432 victims in 2017 and 70,791 victims in 2020, showing

that the number of victims rose by 24%.

In the 30-39 age group, there were 45,458 victims in 2017 and 88,364 victims in 2020, showing

that the number of victims rose by 31%.



In the 40-49 age group, there were 44,878 victims in 2017 and 91,568 victims in 2020, showing

that the number of victims rose by 35%.

In the 50-59 age group, there were 43,764 victims in 2017 and 85,967 victims in 2020, showing

that the number of victims rose by 32%

In the over 60 age group, there were 49,523 victims in 2017 and 105,301 victims in 2020,

showing that the number of victims rose by 38%.

However, we also ran a survey that was sent out via email and our Facebook group which

polled the age group of those who were scammed. According to the results, 37% of users polled

were 60-69 years old, 27% of users were 50-59 years old, 17% of our users were 70-79 years

old, 12% of our users were 40-49 years old, 3% of our users were 30-39 years old, 1% of our

users were 80+ years old, and .25% of our users were 20-29 years old.

People Who Are In Their 20’s And Seniors Need to Watch Out

The number of scam victims has been increasing significantly from 2017 to 2020, especially

amongst specific age groups.

We are shocked to see that the number of victims who are younger than 20 years has increased

by 52% since 2017. According to HuffPost, this is due to the fact that they have grown up with

computers and are more comfortable with sharing personal details online. A major example of

this would be innocent-looking online quizzes posted on social media or someone claiming to

desire to be their online friend so that the victims would trust them enough to give away their

personal information.

We also interviewed the senior editor of Security.org Aliza Vigerman, who ran a survey on

identity theft where 700 adults from the United States responded. She stated that those who are



between the ages of 18 and 29-years-old were the most likely to be victims of identity theft at

15% compared to those who were 45 and older at 8%.

The number of victims who are over 60 years old has increased by 38% since 2017. According

to the FBI, this is because they are very trusting and polite individuals. Scammers take

advantage of their willingness to help and come up with emergencies, making victims feel like

they should help the person whom they are talking to. Scammers also target seniors due to their

plethora of savings left after working most of their lives, meaning that they are more likely to

have a larger savings account, good credit, and own a property.

The Growth of Total Money Lost Due to Scams From 2017 to 2020

According to the IC3, 5.52 billion dollars were lost between the years 2013-2017, with 1.42

billion dollars lost just in 2017. However, 4.2 billion dollars were lost just in 2020 alone, making it

only 1.32 billion dollars less than the amount that was cumulatively lost in 4 years from

2013-2017. The growth rate of money lost due to scams between 2017 and 2020 increased by

a shocking rate of 65%.

The causes of such a giant increase vary due to a variety of factors. According to Marketplace,

there has been a rise in marketplace platforms, such as rideshare apps, food delivery apps, and

online e-commerce websites. Each year, more and more people are inclining towards online

platforms to make purchases and deliveries more often than they used to.

More and more people are also experimenting with online dating, especially during the

coronavirus pandemic, which is correlated with the increase in romance scams. Due to the

ever-evolving technology and increased digital services, the global population is experiencing

an increase in the time that is spent online. This creates more vulnerability among all of us to be

scammed without us even knowing it until it is too late.



The Growth of Total Money Lost in the Top States From 2017 to 2020

Based on the data revealed above and according to the IC3, the top 4 states with the highest

amount of money lost per scam were California, Texas, Florida, and New York in both 2017 and

2020. Victims in California lost $214,217,307 in 2017 and $621,452,320 in 2020, showing that

the amount of money lost has increased by 63%. Victims in Texas lost $115,680,902 in 2017

and $313,565,225 in 2020, showing that the amount of money loss has increased by 57%.

Victims in Florida lost $110,620,330 in 2017 and $295,032,829 in 2020, showing that the

amount of money lost has increased by 56%. Victims in New York lost $88,633,788 in 2017 and

$415,812,917 in 2020, showing that the amount of money lost has increased by 123%.

What Types of People Are Getting Scammed?

According to research conducted by the Federal Trade Commission in 2017, almost 40% of all

the scam victims were in their 20s, while older people of 70 years and above constituted only

18% of scam victims. What is even more interesting to note is that, on average, older people

lost more money to scams than younger people did.

This research suggests that while age clearly helps scammers go about their business, there is

much more to it than that. Scammers are very picky about choosing their victims, and being old

is simply not enough in some cases. However, they still make up the largest group of people

who are recurring victims of scams and the demographic segment that is most targeted.

People who fall victim to scams are the ones who share their life together, at least financially

speaking, and those who are between 40 to 60 years of age are prime targets.

https://www.ftc.gov/news-events/press-releases/2018/03/ftc-releases-annual-summary-complaints-reported-consumers


Regarding the self-conflicting approach of this data, mostly the scammers do not tend to prefer

one demographic segment over the other. It seems almost as if scammers target people based

on something else, so what is it? We might have some ideas, so keep reading.

Emotional Vulnerability

Many scammers rely on the emotional vulnerability of their targets to make their plans

successful. Most emails and messages sent by them contain content that is sure to provoke

your emotions, and they are not even always good emotions. They can be anything from

happiness to anger because any kind of emotion clouds your judgment and makes it easier for

the scammers to get information out of you. Wanting to take immediate action means that you

are in a hurry, and you might overlook obvious things, which indicates that the whole episode is

a scam.

Older people are famous for being scam victims because they are generally more emotional,

though it is not that hard to get a rise out of someone in their mid-20s either. If a message is

making you feel emotional or provokes a sense of urgency, resist the urge to divulge precious

and personal information right away, and wait till you have cooled down to do anything about it.

Eager For Bargains

Anyone who is eager for bargains and likes to save a few pennies would be more likely to fall for

a scam that promises an interest-free credit card, a free gift card, or anything at an insanely high

discount rate. Many people figure that the chances of being scammed are not that high and end

up “taking the chance.”

It is only after they are scammed that they realize the chances of the message being a fraud

which is enough for them to be suspicious, but by then, it is too late.



A Lack of Precautions

Naturally, people who never take out time to ensure the safety of their computer devices and

wireless networks are more likely to be scammed simply because it is easier for scammers to

get to them. If people are careless about precautions, it is usually because they think that they

can not be scammed and that it is something that always happens to other people but never to

them.

Of course, people are naturally never suspicious when they receive mail that they were not

expecting, or win a prize in competitions that they never took part in. When they receive those

messages, they think of themselves as lucky and jump at the “opportunity.”

Risk Takers

Many investors are habitual of taking risks, and it is hard to identify a scam apart from a real

investment opportunity because legitimate high-risk, high-reward investment opportunities often

share the same traits.

Both stances need you to make an immediate decision; both promise a high reward but tell you

about the high risk involved as well, and both seem too good to be true. So the same kind of

people who often take risks when it comes to money become easy victims of fraud.

Socially Isolated People

If you have a trusted circle of friends or a family member you regularly talk to, they will most

likely be able to see the loopholes in the story that you missed the first time around. This is the

reason why people who are socially isolated and do not have a support system to depend on or

someone to go to for advice end up falling for scams more.



Coupled together with other factors like a rough patch in life, the recent loss of a loved one, or

anything that would make you more likely to lose touch with all the people in your life, such

situations make you vulnerable like a sitting duck at least until you invest in better security for

your computer devices as well as incall and text blocking services.

Young People

Young people under 20 years of age are usually very confident in their ability to navigate the

world of technology. They are what people now call “digital natives,” in the sense that they grew

up with this technology all around them. Many are better at navigating this space than their

parents and the older people around them, but this confidence ironically makes them more

vulnerable because they think that they will be able to spot a scam from a mile away; however,

they tend to miss some of the less obvious details they can encounter on social media.

We interviewed the senior editor of Security.org Aliza Vigerman, who ran a survey on identity

theft where 700 adults from the United States responded. She stated that those who are

between the ages of 18 and 29-years-old were the most likely to be victims of identity theft at

15% compared to those who were 45 and older at 8%.

Why Are People Getting Their Photos Stolen?

People are getting their photos stolen due to a number of different reasons. There are many

people who have public profiles on social media owing to multiple reasons, such as them being

a motivational speaker, being a model, or being a public figure of some sort.

When someone’s profile is public but is not known all over the world, the scammer realizes that

they can steal that person’s photos without getting caught by others. The scammers usually



choose those people who are super attractive to steal photos, such as models or porn stars, so

that more victims will become attracted to their looks.

Scammers will also choose these public figures since their personality is quite public to their

fans. Therefore, scammers can steal the likeliness of someone whom they are trying to

impersonate. This makes it easier for them so that they do not have to come up with a fake

personality all on their own.

Scammers will hide behind these public figures to avoid being caught for committing their

crimes. They will ask their victims for thousands of dollars due to emergency situations. These

people think they are helping out the person in the photo, wherein the person in the photo really

has no idea of what is going on. They also become a victim to the scammer’s schemes.

At Social Catfish, we gathered the top 10 catfish photos of both men and women for whom we

have seen many victims falling. We have found that out of the 10 women whose photos have

been stolen the most, 9 of them were porn stars. The one who was not a porn star was a

Nickelodeon star when she was younger. The women in the photos look to be in their 20s-40s.

Out of the top 10 men whose photos were stolen, around half of them were models or public

figures of some sort. There were also two men out of 10 who are either a doctor or a surgeon.

The other three men’s careers are unknown. All the men look to be in their 30s-60s.

Where Are People Getting Scammed?

Most Scammed States

According to the IC3, people are being scammed more in heavily populated states. The top 5

states that lost the most money due to scams in 2020 include California, New York, Texas,

Florida, and Ohio. Here is the most recent data from scam losses of 2020:



1. California: $621,452,320

2. New York: $415,812,917

3. Texas: $313,565,225

4. Florida: $295,032,829

5. Ohio: $170,171,951

Most Scammed Countries

Some of the most scammed countries around the world include the United Kingdom, Canada,

United States, Australia, and China. According to "Which? News", online scams in the United

Kingdom have risen 22% since the start of the coronavirus pandemic. The criminals used the

coronavirus as an excuse for many of their scams in order to trick their victims out of money.

They are also telling their victims that they need to purchase the coronavirus vaccine in order to

receive it.

This isn’t the only country that has been affected by scams due to the coronavirus pandemic.

According to CTV News, the citizens of Canada have lost $37,447,790 Canadian dollars in 2020

which equals $30,390,566.74 US dollars. This is due to scammers using the coronavirus

pandemic as an excuse. Jeff Thomson, a Senior RCMP Intelligence Analyst at the Canadian

Anti-Fraud Centre states that it’s due to many people that are working from home and increased

online activity.

While Canada did lose a lot of money, the IC3 has reported that the United States lost $4.2

billion in the year 2020. There have been 2,000 complaints reported a day in the year 2020, and

this doesn’t even include everyone that has been scammed. Around 73% of people that have

been scammed never report the scam to the IC3 or the FTC according to a poll run by Social

Catfish.



Along with this, Australia lost $896,115 Australian dollars which equates to 679,546.41 United

States dollars according to the ACCC. Scammers in Australia are also taking advantage of the

pandemic through the use of vaccination scams and phishing. Finally, according to Xinhuanet,

the Chinese government has had to block 140 million fraudulent calls, 870 million messages,

and 316,000 fraudulent URL domains in the year 2020. Due to the coronavirus, they have

punished 7,500 scam suspects and settled 16,000 cases.

Many scammers take cybersecurity laws of their target location into consideration before

launching their attacks and manage to work their way around them. Others depend on

uninformed victims to take the bait or to come across people who are willing to “take the risk” if it

brings along a high reward. A lot of scams do not seem malicious at first and can be as simple

as someone trying to sell a product not available to them. There are also more invasive scams

that take over your computer devices and steal your money, resources, and even your identity.

What Platforms are People Getting Scammed On?

Dating Apps

According to SEMRush, the search term for “Tinder Scams” attracted the highest number of

people searching for it, followed by “Her Scams,” “POF Scams,” “Match Scams,” and “Grindr

Scams.” “Tinder Scams” has been searched 4.4k times on average within the past 12 months,

which shows that more scams are happening on its dating platform than any other dating

platform. Following Tinder, “POF Scams” has witnessed 880 searches per year, which is around

3,520 fewer searches than “Tinder Scams” per year. Following POF, “Grindr Scams” has had an

average of 720 searches within the past 12 months, which is around 160 fewer searches than

“POF Scams.” Following Grindr, “Bumble Scams” has displayed 320 searches per year, which is



around 400 searches less than “Grindr Scams”. Following Bumble, “Christian Mingle Scams”

has grabbed 110 searches per year, which is around 210 searches less than “Grindr Scams''.

According to the poll we ran among our 676 users, the top dating apps that our users were

scammed on were Plenty of Fish with 50 users, Match.com with 35 users, OurTime with 24

users, Zoosk with 23 users, and Tinder with 20 users.

Tinder

What that platform is used for: It is a dating app that is used to scroll through potential

matches and chat with the ones you are compatible with.

Statistics on scams on this platform: “Tinder Scams” has been searched 4.4k times on

average within the past 12 months, which shows that more scams are happening on its dating

platform than any other dating platform. On the poll that we ran, 20 people have stated that they

were scammed on Tinder.

How scammers scam on this platform: Scammers catfish their victims by pretending to be

someone whom people would be interested in dating, which makes them a romance scammer.

The victims fall in love with their romance scammer, which allows them to gain trust and care for

their scammer quickly. The scammer uses this care and trust to personal advantage and comes

up with excuses to justify why the money is needed. The scammers continuously ask their

victims to provide them with money until they have drained their victim’s bank account.

According to Mirror, scammers are also catfishing their victims as attractive young women in

order to lure people into their investment scams. They start off by bragging to their victims about

the ways to make money easily. Then, the scammer convinces the victim that it is very easy to

make money, and even the victims can do it. The scammer then sends a link to a fake website

to the victims, stating that it is a cryptocurrency website. The victims click the link and enter their



personal and financial information on the fake website and then the scammer steals this

information and commits identity theft, and drains the victims’ bank account.

How is this platform warning people about scams: Tinder has published “Dating Safety Tips”

on its website. These tips tell users not to send money to anyone online, not to communicate

with people outside the known platform, not to send their personal information to other people,

be cautious of long-distance relationships, and report all suspicious behavior. These tips

mention that wire transfers are not traceable, which can make it hard for users to get their

money back. They also educate the users on romance scams.

What measures is this platform taking to prevent scams: It is educating people on the

dangers of romance scams through dating tips. These tips are letting users know how to avoid

romance scams on the platform and how to swipe through users safely. Tinder also makes it

easy for users to report romance scams to the platform when they need to do so.

Plenty of Fish

What that platform is used for: It is a dating app that is used to swipe through potential

matches and chat with those you have matched with.

Statistics on scams on this platform: “POF Scams” has reported 880 searches per year,

according to SEMRush. According to the poll we ran, 50 of our users have stated that they were

scammed on Plenty of Fish.

How scammers scam on this platform: Scammers catfish their victims by pretending to be

someone whom people would be interested in dating, which makes them a romance scammer.

The victims fall in love with their romance scammer, which allows them to gain trust and care for

their scammer quickly. The scammer uses this care and trust to self-advantage and comes up

https://policies.tinder.com/safety/intl/en


with excuses as to why the money is required. Scammers continuously ask their victims to

provide them with money until they have drained their victim’s bank account.

How is this platform warning people about scams: Plenty of Fish has posted dating safety

tips to their website that warns users about the dangers of romance scams and how to avoid

them.

What measures is this platform taking to prevent scams: They partnered with Noonlight to

make sure that their users are protected with every in-person date they go on. Noonlight is an

app that contains a button that users can press if they are in an unsafe situation. Police can

then track them and save them from a dangerous situation. They also inform users through their

webpage by listing the ways their users can avoid scams and dangerous situations.

Grindr

What that platform is used for: It is an app meant for men of the LGBT community to meet

other men who are close by using a geo-locator. Men can meet other men and chat through this

app.

Statistics: “Grindr Scams” has shown an average of 720 searches within the past 12 months,

according to SEMRush. According to our poll, only one user was scammed by Grindr scams.

How scammers scam on this platform: There have been reports on many types of scams on

Grindr, including romance scams, money flipping scams, pay-before-you-meet scams,

sextortion/blackmail scams, security app registration scams, links to suspicious apps and

websites, and phishing messages claiming to be Grindr support.

Under money flipping scams, the scammer convinces you to send money via a mobile payment

app in exchange for more cash in return. However, the scammer ends up stealing your money



without sending more money as promised. With pay-before-you-meet scams, the scammer

claims that they will meet you if you pay them for something, but they never do the same. With

sextortion/blackmail scams, a scammer threatens to expose your explicit photos and videos if

you do not pay them a specified sum of money and then continues to harass you for more

money. With security app scams, the scammer claims that your identity needs to be verified with

a security app, but instead, your personal information is stolen for identity fraud.

How is this platform warning people about scams: Grindr created a scam awareness guide

that goes over each scam that has ever happened on its platform. It detailed how the scam

happens and how the users can avoid it. Grindr even quotes examples as to how the scammer

uses words or phrases within each scam.

What measures is this platform taking to prevent scams: Grindr has created a guide to help

users to identify and avoid certain scams. This guide even comes with detailed examples as to

how each scam happens. It also has a detailed reporting system that lists “Impersonation” as

one of the options for fake profiles on the site.

Bumble

What that platform is used for: This platform is used for matching with people and chatting

with those whom you have matched with. This app is different from the rest of them since you

have to wait for the woman to chat with you first.

Statistics on scams on this platform: “Bumble Scams” has had 320 searches per year,

according to SEMRush. According to our poll, only one user was scammed by Bumble scams.

How scammers scam on this platform: Scammers create robot profiles that communicate

with their victims like normal human conversation. While the robot acts like a human by talking

about human interests and acting as if they care about your hobbies, in reality, its only intentions

https://help.grindr.com/hc/en-us/articles/360058430434-Scam-awareness-guide


are to steal money from you and redirect you to a malicious website. There are also romance

scammers on the dating app who pretend to be someone else.

How is this platform warning people about scams: Bumble has warned its users through the

articles written by its teams about catfishing. It also provides users with a photo verification

system and even a step-by-step guide on how to use this verification system.

What measures is this platform taking to prevent scams: Bumble provides its users with a

photo verification systemthat verifies people’s profiles. Users need to tap their profile or

someone else’s profile and then request that the profile gets verified. If you are verifying your

profile, it will send you a bunch of poses to mimic and send back to the Bumble team. The

Bumble team then reviews these photos and tells you whether you have been verified or not. If

a profile fails the verification process, that profile becomes private and cannot match with

anyone, nor can people see this profile.

Christian Mingle

What that platform is used for: Christian Mingle is used for finding other single Christians

within the users’ area. They can scroll through countless profiles and match with people whom

they want to chat with.

Statistics of scams on this platform: “Christian Mingle Scams” has had 110 searches per

year, according to SEMRush. According to our poll, four of our users were scammed on

Christian Mingle.

How scammers scam on this platform: There are many types of romance scammers that

plague the Christian Mingle app. These types of romance scammers include the widower

romance scammer, the military romance scammer, and the overseas worker romance scammer.

https://bumble.com/en-us/the-buzz/request-verification


There are also phishing links and scammers who claim that they have a friend’s phone number

who would like to get to know the victim more.

How is this platform warning people about scams: Christian Mingle has posted dating safety

tips to their website warning people about the dangers of online romance scams. They give

advice to their users on how to avoid romance scams, how to avoid phishing scams, and how to

avoid scammers stealing your personal information.

What measures is this platform taking to prevent scams: It has released online dating

safety tips for its users to follow as they go onto the Christian Mingle website. Christian Mingle

also has a reporting system available for you to report fake profiles if you feel like you are being

scammed.

Match.com

What that platform is used for: Match.com is used to find other single people within their area.

They can scroll through countless profiles and match with people they want to chat with.

Statistics of scams on this platform: “Match scams” has had 140 searches per year

according to SEMRush. According to our poll, 35 of our users were scammed on Match.com

How scammers scam on this platform: There are many romance scammers that plague the

Match.com app. These romance scammers will message their victims first and make them feel

special, stating they are the most beautiful person on the app. Then, they form a relationship

with them and make them feel like they can trust them. Once the victim is in love with the

scammer, they start asking them for money for fake emergency situations until the victim’s bank

account is drained. There are also phishing links and scammers who claim that they have a

friend’s phone number who would like to get to know the victim more.



How is this platform warning people about scams: Match.com has posted dating safety tips

to their website warning people about the dangers of online romance scams. They give advice

to their users on how to avoid romance scams, how to avoid phishing scams, and how to avoid

scammers stealing your personal information. They also write articles on how to avoid a

romance scammer, how to date safely as a student, and how to report someone.

What measures is this platform taking to prevent scams: It has released online dating

safety tips for its users as well as articles that they can read as they go onto Match.com.

Match.com also has a reporting system available for their users to report fake profiles if they feel

like they are being scammed.

OurTime

What that platform is used for: OurTime is used to find other single people who are 50+ within

their area. They can scroll through countless profiles and match with people they want to chat

with.

Statistics of scams on this platform: “OurTime scams” have had 260 searches per year

according to SEMRush. According to our poll, 24 of our users were scammed on OurTime.

How scammers scam on this platform: There are many romance scammers that plague the

OurTime app. These romance scammers will message their victims first and make them feel

special, stating they are the most beautiful person on the app. Then, they form a relationship

with them and make them feel like they can trust them. Once the victim is in love with the

scammer, they start asking them for money for fake emergency situations until the victim’s bank

account is drained. There are also phishing links and scammers who claim that they have a

friend’s phone number who would like to get to know the victim more.



How is this platform warning people about scams: OurTime has posted dating safety tips to

their website warning people about the dangers of online romance scams. They give advice to

their users on how to avoid romance scams, how to avoid phishing scams, and how to avoid

scammers stealing your personal information.

What measures is this platform taking to prevent scams: It has released online dating

safety tips for their users that they can read as they go onto OurTime.

Zoosk

What that platform is used for: Zoosk is used to find other single people within their area.

They can scroll through countless profiles and match with people they want to chat with.

Statistics of scams on this platform: “Zoosk scams” has had 480 searches per year

according to SEMRush. According to our poll, 23 of our users were scammed on Zoosk.

How scammers scam on this platform: There are many romance scammers that plague the

Zoosk app. These romance scammers will message their victims first and make them feel

special, stating they are the most beautiful person on the app. Then, they form a relationship

with them and make them feel like they can trust them. Once the victim is in love with the

scammer, they start asking them for money for fake emergency situations until the victim’s bank

account is drained. There are also phishing links and scammers who claim that they have a

friend’s phone number who would like to get to know the victim more.

How is this platform warning people about scams: Zoosk has posted dating safety tips to

their website warning people about the dangers of online romance scams as well as articles.

They give advice to their users on what scammers say to their victims to trick them, the common

online dating scams to watch out for, and how to avoid romance scams.



What measures is this platform taking to prevent scams: It has released online dating

safety tips for its users and articles that they can read as they go onto Zoosk.

Social Media Platforms

According to SEMRush, there have been 5.4k people searching up both Facebook scams and

Instagram scams monthly over the past 12 months, making both of these social media platforms

the most searched for scams in 2020. In the second place, we have LinkedIn scams where 1.3k

people have been searching it up monthly over the past 12 months. After LinkedIn scams, we

have Twitter scams where 880 people have been searching it up monthly over the past 12

months. Finally, we have YouTube scams where 720 people have been searching it up monthly

over the past 12 months.

According to the data from the poll we ran, 152 of our users were scammed on Facebook, 80 of

our users were scammed on Instagram, 8 of our users were scammed on Twitter, and 8 of our

users were scammed on LinkedIn.

Facebook

What that platform is used for: Facebook is used to share status updates and photos with

friends and family, to view content from businesses and celebrities whom you follow, and to chat

with your friends and family.

Statistics of scams on this platform: According to SEMRush, “Facebook Scams” has had

5.4k searches monthly on average within the past 12 months. According to our poll, 152 of our

users were scammed on Facebook.

How scammers scam on this platform: Scammers create fake profiles using stolen images

and personalities of other people. With these fake profiles, they add people on Facebook whom



they think would fall for the scam that they plan to perform. The types of these scams vary from

romance scams, investment scams, lottery scams, and many more.

How is this platform warning people about scams: Facebook has written two articles that

elaborate what people should watch out for on social media, how to avoid scams, and the Do’s

and Don'ts to be practiced while encountering a scammer.

What measures is this platform taking to prevent scams: Users are able to report profiles if

they suspect it to be a scammer. Once users do this, the Facebook team will review the profile

that has been reported to see whether it is a fake profile or not. While there are times when

Facebook catches the profile reported by users, there have also been other instances where

Facebook mistakenly states that a fake profile is actually real. In these cases, do not lose hope

and keep reporting the profile until it is removed or blocked.

Instagram

What that platform is used for: This platform is used to share photos and videos with family

and friends. It has also added a feature where you can post stories to be viewed by your loved

ones. This could be useful if you have a hobby you would like to showcase or own a business

and want to advertise your latest deals.

Statistics of scams on this platform: According to SEMRush, “Instagram Scams” has

undergone 5.4k searches monthly on average within the past 12 months. According to our poll,

80 of our users were scammed on Instagram.

How scammers scam on this platform: Scammers create fake profiles using stolen images

and personalities of other people. With these fake profiles, they add people on Instagram who

they think would fall for the scam that they want to perform. The types of these scams vary from

romance scams, investment scams, lottery scams, and many more.



How this platform is warning people about scams: On their help page, Instagram has a

section, namely “How do I avoid scams on Instagram” that warns people about the dangers of

scams. In this Q&A section, Instagram lets the followers know what to watch out for, the types of

scams that take place on the platform, and how to make the users’ accounts more secure.

What measures is this platform taking to prevent scams: Instagram allows users to report

scam profiles on its platform. In its “report a profile” post under the Q&A section, users can

report someone for spam, bullying/harassment, and selling illegal or regulated goods, all of

which fall under the activities of scammers.

LinkedIn

What that platform is used for: LinkedIn is a professional social media platform that is used to

reach out to potential employers, update your work history, or advertise your business to a

platform of millions of users.

Statistics of scams on this platform: According to SEMRush, “LinkedIn Scams” has had 1.3k

monthly searches on average within the past 12 months. According to our poll, 8 of our users

were scammed on LinkedIn.

How scammers scam on this platform: Scammers create fake profiles using stolen images

and personalities of other people. With these fake profiles, they add people on LinkedIn whom

they think would fall for the scam that they want to perform. The types of these scams vary from

romance scams, investment scams, job scams, and many more.

How this platform is warning people about scams: LinkedIn has written an article in its Help

section regarding the different types of scams on the platform and how to avoid them. It has also

listed the signs to be watched out for when messaging other users. LinkedIn also linked its



article off to the IC3 website for more information on the ways how the users can avoid Internet

scams.

What measures is this platform taking to prevent scams: You are able to report fake profiles

on this social media platform. All you need to do is go to the profile you would like to report and

click the three dots by their name. Then, click on Report/Block and select why you would like to

report them. One thing that stood out to me was that it has a “Report Fake Profile” button, which

shows its users that it recognizes that fake profiles and scams are an issue on this platform.

Twitter

What that platform is used for: Twitter is used to post updates to family, friends, and followers

and also to follow your loved ones or any celebrity, TV show, movie, or business that you are a

fan of.

Statistics of scams on this platform: According to SEMRush, “Twitter Scams” has had 880

monthly searches on average within the past 12 months. According to our poll, 8 of our users

were scammed on Twitter.

How scammers scam on this platform: Scammers create fake profiles using stolen images

and personalities from other people’s profiles. They also pretend to be other businesses and

celebrities within the platform. With these fake profiles, they add people on Twitter whom they

think would fall for the scam that they want to perform. The types of these scams vary from

romance scams, investment scams, lottery scams, and much more. Scammers also send out

phishing emails to those with Twitter accounts, claiming that these victims need to change their

account information. However, it is all a scam that is used to steal this information from victims

and hack into their accounts.



How this platform is warning people about scams: Twitter posted a “Financial Scam Policy”

on its help page that details what violates their scam policies and how they will blacklist URLs if

they are caught scamming others. It states that no one should perform romance scams,

cash-flipping scams, fraudulent discounts, or phishing scams. It also states that anyone who

sees these scams can report the platform and details how to report a profile. Twitter also has a

separate article that goes into detail on what phishing is and what to look out for.

What measures is this platform taking to prevent scams: Twitter claims that if you violate

the app’s scam policy, your URL will be blacklisted, your account will be suspended, your tweets

will be deleted, and your account will be locked until you can provide additional information.

Users can also easily report someone for scamming if the profile is acting in a suspicious

manner.

YouTube

What that platform is used for: This platform is used for content creators to share their videos

with people across the world. You can also be a user looking to get entertained by other

people’s videos and create a channel specifically to follow your favorite YouTubers.

Statistics of scams on this platform: According to SEMRush, “YouTube Scams” has had 720

monthly searches on average within the past 12 months. According to our poll, none of our

customers have been scammed on this platform.

How scammers scam on this platform: Scammers create fake profiles and videos that

advertise opportunities in which their followers can participate. Some of these fake videos could

detail how you can win a bunch of money by providing your personal information when in reality,

the scammer just wants to commit identity theft with this information. There are also investment



scams that claim you can “get rich quick” by providing your financial details when scammers

really want to use this information to drain your bank account.

How is this platform warning people about scams: The Google Team created an article on

YouTube’s “Help” section that details which channels and videos would violate its rules. The

article states that Google does not tolerate spam videos, misleading thumbnails, presidential

election scams (this was written during the 2020 U.S. presidential election), comments spam,

and similar acts.

What measures is this platform taking to prevent scams: It encourages the users to report if

they see anything that violates YouTube’s rules; they can report such videos and channels to let

YouTube know what is going on. Then, YouTube can review this certain channel’s actions and

give the account holder a warning for the first offense. However, after three offenses, YouTube

will permanently delete that person’s channel.

Messaging Apps

The top two messaging apps that scammers use to get their victims off of social media platforms

and dating apps are WhatsApp and Google Hangouts. According to SEMRush, “WhatsApp

Scams” has had 3.6k searches per month on average within the past 12 months. Along with

this, “Google Hangouts Scams” has had 1.9k searches per month on average within the past 12

months. According to our poll, 99 of our users have been scammed on Google Hangouts and 50

of our users have been scammed on WhatsApp.

WhatsApp

What that platform is used for: This platform was made to message other users and to call

other users using a VoIP phone number.



Statistics of scams on this platform: According to SEMRush, “WhatsApp Scams” has had

3.6k searches per month on average within the past 12 months. According to our poll, 50 of our

users were scammed on WhatsApp.

How scammers scam on this platform: Scammers lead their victims away from social media

platforms and dating apps, stating that they do not use such platforms much. However, they

convincingly state how much they prefer using WhatsApp to talk to people. This is because

scammers want to avoid being reported or blocked on these platforms so that they can scam

other people. The types of scams that usually happen on this platform are romance scams since

scammers lead victims on this platform in order to talk to them for a long period of time.

How is this platform warning people about scams: The only article I was able to find on the

WhatsApp platform was one that was warning users about hoax messages. These fake

messages can either be from a fake WhatsApp worker and contain instructions that demand

you to forward a message, claiming that they will suspend your account if you do not forward a

message, and it also proposes to offer a supposed reward or gift from someone. Whatsapp

claims that if anyone receives any of these messages, they should block the sender

immediately.

What measures is this platform taking to prevent scams: WhatsApp encourages its users to

report and block anyone who is trying to take advantage of them.

Google Hangouts

What that platform is used for: This platform was made to message, call, and video chat with

other users who also have a Google Hangouts account.



Statistics of scams on this platform: According to SEMRush, “Google Hangouts Scams” has

had 1.9k searches per month on average within the past 12 months. According to our poll, 99 of

our users were scammed on Google Hangouts.

How scammers scam on this platform: Scammers lead their victims away from social media

platforms and dating apps, stating that they do not use these platforms quite often. However,

they conveniently convince the users how much they prefer using Google Hangouts to talk to

people. This is because scammers want to avoid being reported or blocked on these platforms

so that they can scam other people. The types of scams that usually happen on this platform

are romance scams since scammers lead victims on this platform to talk to them.

How is this platform warning people about scams: Google has written a statement that is

meant to be spread across all its platforms, warning the users about scams. In this statement,

Google lists all of the possible scams that could potentially be on its platforms. These scams

include lottery scams, extortion scams, tech support scams, gift card scams, Google

impersonation scams, tech support scams, and more. Depending on what scam you suspect

has hit you, you can click on each link within the statement to learn more.

What measures is this platform taking to prevent scams: Google encourages its users to

report and block accounts that have been scamming them or trying to scam them. It has written

an answer to a FAQ detailing how you can block someone on Google Hangouts. It states to

click on settings over a conversation and then block a suspect account and report. That way, the

person can never contact you and try to scam you again.

Mobile Games

According to Google Trends, “Roblox Scams” was the most searched for, followed by “Fortnite

Scams” and “Words With Friends Scams.” On average, “Roblox Scams” gets 26 searches per



day, making it the number one online gaming site that scammers use to scam. Then in second

place, “Fortnite Scams,” had an average of 11 searches per day, meaning that the second most

scams happen within that online game. Then in the last place, “Words With Friends Scams,”

had an average of 8 searches per day. According to our poll, 21 users were scammed on Words

with Friends, 7 users were scammed on Scrabble Go, and 3 of our users were scammed on

Yahtzee Buddies.

Words With Friends

What that platform is used for: This platform was made to play a word game with your friends

as you create words using letter tiles. You can also play and chat with random users.

Statistics of scams on this platform: According to SEMRush, “Words With Friends Scams”

has had 8 searches per month on average within the past 12 months. According to our poll, 21

of our users were scammed on Words with Friends.

How scammers scam on this platform: There are many romance scammers that plague the

Words with Friends app. These romance scammers will message their victims first and make

them feel special, stating they are the most beautiful person on the app. They take their

conversation outside the app to continue talking outside the game. Then, they form a

relationship with them and make them feel like they can trust them. Once the victim is in love

with the scammer, they start asking them for money for fake emergency situations until the

victim’s bank account is drained. There are also phishing links and scammers who claim that

they have a friend’s phone number who would like to get to know the victim more.

How is this platform warning people about scams: Zynga, the owner of Words with Friends,

has released statements on how to protect your account and answered customer's questions on



the FAQ. They take scammers seriously and state that people can only purchase in-game

currency within the game.

What measures is this platform taking to prevent scams: You can report players on the

Words with Friends Game and show Zynga any screenshots you might have of the suspicious

messages or photos.

Scrabble GO

What that platform is used for: This platform was made to play a word game with your friends

as you create words using letter tiles. You can also play and chat with random users.

Statistics of scams on this platform: According to SEMRush, “Scrabble Go Scams” has no

data to show within the past 12 months. According to our poll, 7 of our users were scammed on

Scrabble Go.

How scammers scam on this platform: There are many romance scammers that plague the

Scrabble GO app. These romance scammers will message their victims first and make them

feel special, stating they are the most beautiful person on the app. They take their conversation

outside the app to continue talking outside the game. Then, they form a relationship with them

and make them feel like they can trust them. Once the victim is in love with the scammer, they

start asking them for money for fake emergency situations until the victim’s bank account is

drained. There are also phishing links and scammers who claim that they have a friend’s phone

number who would like to get to know the victim more.

How is this platform warning people about scams: Scopely has released a statement on

their FAQs that tells their customers what to look out for when encountering scam accounts.

They say to watch out for anyone that asks for personal or financial information. They also state

not to give anyone money or gift cards for any reason.



What measures is this platform taking to prevent scams: Users on this game have the

option to block someone’s chats if they are uncomfortable or feel like they are a scammer,

according to Scopely’s Customer Support page.

Yahtzee with Buddies

What that platform is used for: Yahtzee Buddies is a mobile and computer game you can play

with your friends or strangers. It’s a classic board game you can play on your phone where you

roll the dice and test your luck.

Statistics of scams on this platform: According to SEMRush, “Yahtzee Buddies Scams” has

no data to show within the past 12 months. According to our poll, 3 of our users were scammed

on Yahtzee with Buddies.

How scammers scam on this platform: There are many romance scammers that plague the

Yahtzee with Buddies app. These romance scammers will message their victims first and make

them feel special, stating they are the most beautiful person on the app. They take their

conversation outside the app to continue talking outside the game. Then, they form a

relationship with them and make them feel like they can trust them. Once the victim is in love

with the scammer, they start asking them for money for fake emergency situations until the

victim’s bank account is drained. There are also phishing links and scammers who claim that

they have a friend’s phone number who would like to get to know the victim more.

How is this platform warning people about scams: Scopely has released a statement on

their FAQs that tells their customers what to look out for when encountering scam accounts.

They say to watch out for anyone that asks for personal or financial information. They also state

not to give anyone money or gift cards for any reason.



What measures is this platform taking to prevent scams: Users on this game have the

option to block someone’s chats if they are uncomfortable or feel like they are a scammer,

according to Scopely’s Customer Support page.

Roblox

What that platform is used for: Roblox is a mobile, console, or computer game you can play

with your friends or strangers. It’s a virtual world game where users can create their own worlds

or games within the Roblox platform. You can play on your own world, create your own world, or

visit users’ worlds.

Statistics of scams on this platform: According to SEMRush, “Roblox Scams” gets 26

searches per day on SEMRush. According to our poll, none of our users were victims of Roblox

Scams.

How scammers scam on this platform: There are many phishing scammers that plague the

Roblox game. These phishing scams will message their victims first and make them feel special,

stating they are such a good friend to play with. They take their conversation outside the app to

continue talking outside the game. Then, the scammer sends a phishing link promising the

victim more currency within the game. The victim clicks on the link and it takes them to a fake

website that promises them currency within the Roblox game. The website installs malware on

the victim’s device without the victim knowing, and asks the victim for their personal information.

They then ask the victim to pay a small fee to receive the Roblox currency so the victim enters

their financial information into the form. Then, the scammer steals the victim’s personal and

financial information to commit identity fraud and drain their bank account.

How is this platform warning people about scams: Roblox has released statements on their

sites informing users of these scams going around and how to avoid them. One article informs



users on player trading scams and another article informs people of scams, hacking, and

hoaxes.

What measures is this platform taking to prevent scams: As mentioned above, Roblox has

released statements on its website warning people about the potential scams on its platforms.

You can also report users that are potential scammers on their platform.

Fortnite

What that platform is used for: Fortnite is a mobile, console, or computer video game you can

play with your friends or strangers.

Statistics of scams on this platform: According to SEMRush, “Fortnite Scams” had an

average of 11 searches per day.  According to our poll, none of our users were victims of

Fortnite Scams.

How scammers scam on this platform: There are many phishing scammers that plague the

Fortnite game. These phishing scams will message their victims first and make them feel

special, stating they are such a good friend to play with. They take their conversation outside

the app to continue talking outside the game. Then, the scammer sends a phishing link

promising the victim more currency within the game. The victim clicks on the link and it takes

them to a fake website that promises them currency within the Fortnite game. The website

installs malware on the victim’s device without the victim knowing, and asks the victim for their

personal information. They then ask the victim to pay a small fee to receive the Fortnite currency

so the victim enters their financial information into the form. Then, the scammer steals the

victim’s personal and financial information to commit identity fraud and drain their bank account.

How is this platform warning people about scams: Epic Games has released statements

about Fortnite scams informing users of these scams going around and how to avoid them. One



article informs users on the internet safety and security and another article informs people of

what to do if hacked or compromised.

What measures is this platform taking to prevent scams: As mentioned above, Fortnite has

released statements on its website warning people about the potential scams on its platforms.

You can also report users that are potential scammers on their platform.

The Statistics of Catfishing Scams

Catfishing on the Rise

Since the pandemic hit America in 2020, online dating apps saw a significant increase in their

usage. Sites like Bumble and Tinder encouraged everyone to stay at home and use online

dating apps to cure their loneliness. A bumble representative told CNBC that the platform

experienced a 26% rise in messaging in 2020, especially after the stay-at-home orders rolled

out in March.

In hard-hit countries like Italy and Spain, usage for Tinder increased by over 25%. With such a

large spike in dating app traffic, coupled with the need for comfort and companionship in these

lonely times, it was the perfect time for online scammers to strike.

It is reported that 1 in 10 U.S. adults are victims of scams each and every year, whereby many

suffer from catfishing. This results in more than a billion dollars of losses annually.

What Apps Do Scammers Commonly Use?

We were surprised to discover that romance scams are not just common on dating apps but on

non-dating apps as well. Facebook told the New York Times that 5% of all the social media

accounts on the site are fake, which amounts to almost 90 million. It is no surprise then that the

https://www.cnbc.com/2020/05/25/why-the-coronavirus-might-change-dating-forever.html
https://www.nytimes.com/2020/12/08/technology/why-cant-the-social-networks-stop-fake-accounts.html#:~:text=And%20it%20shows%20the%20company,for%20more%20than%20a%20year.


site is a notorious platform for dating scams. Also according to a poll ran by Social Catfish, 152

of 726 responses from our users were scammed on Facebook.

A study carried out in 2019 found that Google associated fake profiles and catfishing scams with

Facebook and Tinder the most, and the top contenders for most fake profiles in dating apps

were Tinder and Badoo. The one thing all these apps have in common is that the sign-up

process is simple, and it is easy to enter a fake name and fake information. According to our

poll, 152 people were scammed on Facebook, 99 people were scammed on Google Hangouts,

80 people were scammed on Instagram, 50 people were scammed on WhatsApp, and 50

people were scammed on Plenty of Fish.

How Do Scammers Scam People?

Scammers create a variety of tricks to scam people out of their hard-earned money. They create

fake profiles and go onto social media platforms, dating sites, and online gaming apps to start

conversations with their victims. They use a pre-made script to talk to their victims called the

scammer’s playbook. These victims have no idea that they are talking to a scammer and think

that they are talking to the person in the photos. Then, the scammers come up with excuses as

to why they might need your money or even other things of value, such as gift cards or cell

phones.

How Are Scammers Able to Create Fake Profiles?

Scammers find public profiles of social media influencers since they are not as well known as

other celebrities. They take the personality and the photos of these influencers and then create

their own dating or social media profile based on this fake persona. They create a fake name

and pretend to have the personality and photos of someone else. When they talk to a victim, it is

https://densitydesign.github.io/teaching-dd15/course-results/es02/group09/question01/


believable since they have multiple photos of the person whose images were stolen. They also

have a fake personality and copy the interest of their victim to make the scam seem more

believable.

How Do Scammers Trick Their Victims?

Scammers trick their victims by pretending to be someone they are not and forming personal

relationships with them. In some cases, they pretend that they want to be associated with their

victims romantically or as a friend so that the victims would care for their well-being. After the

victims form a personable relationship with the scammers, they start coming up with fake

emergencies and excuses as to why they need the money. The victim feels bad for the

scammer’s condition they are going through, so they send the scammer the requested amount

of money, thinking that they are helping someone genuinely. However, what the victim does not

know is that nothing bad actually happens to the scammer; rather, the scammer has just made it

up to steal their funds.

What Technology Do They Use to Scam People?

Scammers use phishing emails, spoofing phone calls through VoIP phone numbers, robocalls,

viruses, pop-up advertisements, fake profiles, and many other methods to scam their victims.

They use countless amounts of technology to hide their identities so that no one can easily track

down who they are. .

Phishing Emails: Scammers create fake emails that contain links to fake websites and pretend

to be trusted businesses. Victims believe that they are a business that can be trusted, so they

click on the link and view the too-good-to-be-true deals listed on the fake website. Victims hand

over their personal and financial information, thinking that they are getting a good deal.

However, all these victims will face is the theft of their money and identity. There are also times



where scammers will create a fake email, claiming that the victims need to verify their accounts.

However, when victims click on the link and type in their account information, they are actually

giving their account information to scammers.

VoIP Phone Numbers: These phone numbers are from third-party apps, meaning that

scammers can choose any location they want to showcase and make a phone number based

on that location. They can also spoof Caller IDs to make their victims believe that they are

someone else. These phone numbers are not associated with a specific location, so it is hard to

track down where people with VoIP numbers are coming from.

Robocalls: These types of calls are recorded ahead of time and convince victims to purchase

something. These calls are often convincing since they are usually selling the item at a price

that is too good to be true. They ask for victims’ personal information and financial information,

claiming to make the purchase. Instead, this information is used to commit identity fraud and

drain the victims’ bank accounts.

Viruses: Scammers use malware and other viruses to their advantage when it comes to

stealing information and money from the victims. Sometimes, they will secretly install malware

onto victims’ devices through fake websites created by the scammers themselves. The malware

then gets installed without coming into the victims’ knowledge and steals personal information

that has been entered on their devices. Other viruses can also be used to lock their computer in

extortion scams and then scammers claim that they cannot unlock their computers unless

victims pay a fee.

Pop-Up Advertisements: Scammers create fake pop-up advertisements to redirect victims to

their fake websites. They also create fake pop-up advertisements, claiming that victims need to

call a fake customer service phone number in order to repair their computers. Out of fear,

victims call the proposed number, thinking that their computer is damaged. The fake customer



service representative claims that the person needs to spend a lot of money in order for them to

access their computer and fix it. However, all the scammer ends up doing is stealing personal

and financial information from their computer and using it to their own advantage.

Fake Dating/Social Media Profiles: Scammers create fake profiles on dating apps and social

media sites in order to catfish the victims. They do this by finding a social media influencer on

Instagram who is not a worldwide-known celebrity but has a public profile that can be viewed.

They also target someone who is good-looking with a successful career in order to attract the

victims. They steal all the photos of these influencers and put them on their own profile, passing

them off as the person whose photos they stole. The scammers also learn their interests so that

they can copy these influencers when talking to the victims.

How Scammers Ask for Money

Scammers ask for money through psychological tricks, such as pretending to care for someone

and causing fear in someone. For example, a romance scammer creates a romantic relationship

with the victims so that the victim can develop feelings for the scammer. The victims develop

trust, care, and love for the scammer, which makes them want to do anything for the scammer.

That way, when the scammers claim that they need money for an emergency, the victims

believe their words and hand over their money, thinking that they are helping their significant

other.

There are other scammers as well who use fear to get what they want. This is usually done by

blackmailing the victim in extortion scams. Scammers claim that they will share something

inappropriate with the victim’s family and friends if they do not send over the scammers a certain

amount of money. However, when the victims give them the money, the scammers demand

more money until the victims go bankrupt.



Scammers Ask For Other Things of Value

Besides money, scammers make sure to ask for other things of value. They ask for

cryptocurrencies such as Bitcoin, gift cards, cell phones, and anything else that might be

valuable.

The reason they ask for these things instead of money is that other forms of payment can be

traceable back to the victim. This means that once the victims realize that it is a scam and they

report it back to the bank, there is a chance that the bank can trace their method of payment

back to the scammer. Because of this, there is a slight chance that the victims can get their

money back.

However, if victims pay scammers using other methods of payment, then the bank cannot trace

the money back to the victim easily. This means that there is barely any chance that the victims

will earn their money back.

The Role of Romance Scammers

These scams are set up in a manner very similar to a pyramid scheme. There is a guy at the top

who is the boss of the romance scam ring, and then there are his employees with two different

roles who scam the victims. These roles consist of the people who find the victims online with

catfish profiles and the people who communicate with these victims as the role of the catfished

profile. The boss usually gives his employees a script called the scammer’s playbook in order to

lure the victims.

Later, they go out and usually fool someone into being their money launder. The money

launderer helps transfer the money from the victim’s account into their account and then



transfers it to the scammer’s account, most of the time without even letting them know it. This is

to prevent the romance scammer from being caught with fraudulent funds.

Finally, you have the victims, who are called “clients” in the romance scamming world. The

clients are average citizens who are being scammed out of their money by romance scammers.

They usually send their money to the money launders who are disguised as bank

representatives or lawyers. Then the money launders send the money over to the romance

scammers, aka the boss.

Scammer’s Playbook

The scammer’s playbook is a script that the scammer boss gives to his scammer employees in

order to scam the victims. These playbooks have phrases on a variety of different topics that the

scammers can copy and paste to the victims. The playbooks have romantic phrases,

conversation starters, and questions that show concern to the victim.

These phrases are supposed to trick the victims into believing that the scammers care for them

when in reality, scammers just want to get their hands on victims’ hard-earned cash. For

example, a romantic paragraph that someone sent you over the Internet could be an example of

a phrase that was written in the scammer’s playbook.

Click Here to Read the First Messages from the Scammer's Playbook!

Click Here to Read Follow-Up Messages From the Scammer's Playbook!

Why Do Scammers Scam People?

In several countries all over the world, people continue to live in poverty and unemployment.

After spending a certain tenure of time in miserable conditions, people become much more

https://socialcatfish.com/blog/wp-content/uploads/2020/04/First-Messages.pdf
https://socialcatfish.com/blog/wp-content/uploads/2020/04/first-follow-up.pdf


willing to compromise on their morals, take on riskier jobs, and do whatever it takes to make

ends meet.

Once involved in the business, it takes a long time for them to break out. For many, it becomes

a part of life. They make good money, and the risk is worth the reward. Many people end up

staying in scamming rings and sticking with the job because they are used to it now and

because the particular skill set they have developed is now not of much use to them anywhere

else.

Sometimes a scammer will want to leave the world of cybercrime to earn an honest living, but

the same conditions that pushed them into the business still prevail and make it hard for them to

leave the lifestyle. As a result, many people end up becoming a scammer for their career as the

money does wonders for keeping their conscience quiet.

There are countless reasons why the scam industry is so huge and booming. The reasons

range from the ease with which cyber criminals get away with scams to the amount of money

they make. Here are some of the reasons why scammers go after other people’s money:

●      It is easy money

●      They think telling lies is considered okay

●      It is easy to get away with scams

●      There are barriers to other sources of income

●      For revenge

Easy Money



Scammers make a good amount of money from their work, and the ones who come from places

like India and Nigeria do not need to put a lot of work in to get rich. In these places, they can live

a comfortable life with just a few hundred dollars a month, and the scams they run can even

help them achieve millionaire status in their country in a very short time. For a lot of people, the

job is easy and worth the risk because of the high reward.

A scammer in India was interviewed by the BBC and talked about how in the scam business, he

was earning more than an MBA graduate despite being significantly less educated. Even when

scam operations are caught by the police (if they were not in cohorts with the scams from the

start), scammers can pay their way out of the mess pretty easily. Existing laws and the way they

do business make it very easy for these operations to operate under the radar.

They Think Telling Lies Is Okay

According to many studies performed by psychologists, human beings tend to lie and see it as

okay if the reasons are ethical. Even young kids do not have a problem with telling little white

lies if it means making someone happy. In many societies, humans are socialized into this kind

of mindset, and scammers take it a step further.

While countless people lie to get out of trouble, escape punishment, make a spouse happy, or

similar reasons, many scammers end up convincing themselves that lying is okay as long as

they are doing it out of necessity, and they perceive their poverty and unemployment as

conditions they should be allowed to lie to escape.

It's Easy To Get Away With Scams

As we stated before, scam frauds are hard to catch, mainly because of their international

nature. Your local police force can hardly go after a criminal in India, and it is even harder

https://www.bbc.com/news/stories-51753362


because usually, you do not know who the scammer is. Certain third-world countries are known

for a corrupt government and system, where criminals can get away with these kinds of scams

by paying off the right people. It is no coincidence that the same countries are notorious for

running international scams.

When you take a group of people already facing unemployment and poverty and give them

ways to earn money, they will take it.

Barriers To Other Sources of Income

Occasionally, a scammer might want to move out of the scam industry. When they try to do that,

they discover that many of the same issues that pushed them into this work still exist. They may

find it even harder to find work now because any employer who is aware of their shady history

or reputation might be unwilling to hire them, even if they would have been able to work with

them otherwise.

For Revenge

Not every scam is run by a professional criminal. Sometimes, the motivation for scams is

personal and the scammer is closer than you might expect. Many one-time scammers go after

the people whom they know in their personal lives out of jealousy, resentment, anger, or

because of a grudge. This is a common theme in romance scams, and this might be one of the

rare occasions where a scam is not all about money.

Businessmen, CEOs, and other important people may be scammed for important work-related

information. In cases like this, the scammer has the edge of knowing their victim personally,

which allows them to exploit that knowledge and weakness to their personal advantage.

What Do Scammers Do With the Money?



Most scammers only earn enough to get an easy livelihood. They think of their jobs as regular

marketing or sales jobs, wherein they are merely selling people the services that they do not

need or the ones that do not exist. However, in some cases, scammers use the money to live a

luxurious life in their home countries. In places where a few hundred dollars is enough for you to

get by, running and getting away with big scams can make you richer than you could expect.

All these factors collectively make the scam industry an attractive one for people with

questionable morals, but the only real way to get rid of the problem is to work towards reducing

corruption, poverty, and joblessness in poor countries all over the world.

Where Are Scammers From?

Nigeria

According to the World Bank, 40% of Nigerians are living below the poverty line and 25% of

people are at risk of falling below the poverty line. Because of this, scammers are faced with the

challenge to find a career path that will fund their families, which is why they go to scamming.

They know that if they scam at least one person out of $1,000 United States dollars, it will equal

$410,500 Nigerian Naira which is enough to feed their families for a year.

Now, this scam has evolved with the presence of the internet. Scammers use dating apps,

emails, and social media platforms to sell you fake stories and convince you to help them with

money transfers. Reasons include taxes or government restrictions in their country. Then, they

ask for your bank details so that they can transfer the money to you, but in reality, they will use

your personal information to drain your bank account.



Do not reply to someone claiming to be a foreign government or business member asking for

help with transferring a huge sum of money. Do not share your personal details, and never send

money to a stranger trying to approach you online.

China

According to the BBC, 25% of China's population is living in poverty which makes up around

600 million people. Because of this, there are people in China who are desperate to feed their

families while living in poverty. Since $1,000 United States dollars is equal to 6,472 Yuan, there

are some Chinese citizens that have become scammers out of desperation to make money.

They utilize technology to scam other people. For instance, they will pretend to be your

husband’s mistress, sending you disturbing images. Your phone gets a Trojan virus once you

click on the link. Then, they retrieve passwords, images, and other information for blackmailing

your family. Other types of online scams in China include lottery-winning scams, online part-time

job scams, phishing websites, and online shopping scams.

India

According to the BBC, Piyush who worked in an Indian Call Centre has stated why he chose to

scam victims in the United States and the United Kingdom. He has stated that it was "easy

money" and that he wasn't getting a job anywhere else, making scamming his only option. He

felt bad but did it because he needed the money and didn't know how else to get it. While the

unemployment rate has gone down since this article has been written in 2020, it is still at a

whopping 6.9% in India, making people desperate to find a job. Online scams include phishing

or email scams, identity theft, and lottery fraud. Scammers will send you an email telling you that

you have won a lottery. Then, they will ask you to send a small amount for tax reasons or make



your payment through fake websites using your credit or debit card. To avoid becoming their

next victim, do not share your bank details.

Romania

According to OSAC, Romania has become a hot spot for cybercrime. There have been reports

of phishing, credit card fraud, hacking, and romance scams. OSHA warns people to be very

careful when proceeding with an online relationship with someone from Romania. This is due to

having the highest poverty rate in all of the European Union according to the EAPN. The scams

that they have used to fool innocent victims are online dating scams, phishing, and even selling

products that do not exist. While not all of these scammers use expert methods, they usually

work, so do not share personal information or send money to anyone you barely know online.

Mexico

According to Mexico News Daily, 40.7% of their nation are living in poverty due to the

coronavirus pandemic making many people lose their jobs. Many people don't know where to

work to make their money back, so they have started to rely on scamming victims out of money.

This is due to the fact that if you scam someone in the United States out of $1,000, you can turn

that into 19,856 Mexican pesos.

Laws That Protect People From Scams and How to

Report Them

Is Catfishing Illegal?



If you are just impersonating someone else online without the intent of causing harm or stealing

someone else’s money, then the act of catfishing is not illegal. However, in most catfishing

cases, this is not the case. Most people who catfish someone else want to commit fraud and

steal someone’s money, to defame or impersonate someone, or to trick a minor into spending

money or performing sexual acts. Most intents when catfishing someone are illegal and

therefore could suffer legal consequences.

What Does it Mean to Commit Fraud as a Catfish?

To commit fraud as a catfish means to pretend to be someone you are not in order to steal

something of value. A catfish can try and steal money, gift cards, cell phones, gold, and more

from the victims. The catfish usually tricks the victims out of personal and financial information

so that it can steal the victims’ money and identity. By committing identity fraud, catfish can steal

even more money from the victim by applying for credit cards and stealing their bank

information.

What Can You Do if You’ve Been a Victim of Catfishing?

The first step you can take is to report your case to local law enforcement. They might not be

able to do anything right away, but by filing a report, you also help the FBI and FTC look more

into your case. They will be able to see if they can take the information you have and find out

where the catfish is located and who the catfish is. While in a lot of cases, they are unable to

catch the catfish; it is still important to report your case just in case they can catch the catfish.

Your case can also educate numerous people about the dangers of catfishing.

What Laws Are in Place to Protect People From Fraud and Catfishing?



Federal law 18 U.S.C. § 1343 covers wire fraud and cyber fraud. This law states that it is illegal

to scam people out of money and information. The punishment is that you can end up in prison

for 20 years if you are caught committing fraud. If the fraud activity is tied into a natural disaster

or emergency, then the punishment can increase to 30 years in prison, along with a $1 million

fine. In the court case of United States vs. Selby, it has been stated that if a defendant had a

plan to commit fraud of a person or business and intended to do this using electronic

communication, then it counts as conviction under this law.

There are many Californian laws that also prevent Internet fraud:

Under the business and professions code, also known as the anti-phishing act of 2005, it is

illegal to try stealing people's information through the Internet, a website, or an email while

pretending to be a company without that company’s consent. People’s information includes a

social security number, maiden name, credit card information, birth date, etc. While there are no

criminal punishments for violating this, the victim can still file a civil suit against the scammer

and possibly be awarded up to $1.5 million.

Penal Code § 484e is the credit card fraud law of California which states that no one can use

another person’s credit card without the credit card owner’s consent. The punishment can either

be considered a misdemeanor if the amount stolen was under $950 or a felony if the amount

stolen was greater than $950. A misdemeanor would be punishable by 6 months of jail and a

fine of $1,000. A felony would be punishable by three years in prison and a fine of $1,000.

Penal Code § 502 prohibits unauthorized computer access, which is defined as someone

hacking into your computer and then altering your device or copying your information. It also

prohibits defrauding someone in any way by hacking into their device. Depending on how

severe the case is, it could be processed as a misdemeanor or a felony. If processed as a

misdemeanor, then the suspect is put into the local county’s jail for one year and penalized by a



fine of up to $10,000. If the crime is processed as a felony, then the suspect could face up to

three years in state prison and a fine of up to $5,000.

Penal Code § 530.5 states that it is illegal to use the Internet or email messages to obtain the

personal information of someone with an intent to commit fraud of any type under their name.

Personal information could include someone’s birthday, social security number, place of birth,

mother’s maiden name, credit card information, bank account information, driver’s license

number, passport number, and more. Depending on how severe the case is, it could either be

processed as a misdemeanor or a felony. If it is prosecuted as a misdemeanor, then the suspect

could face up to one year in the local county jail and pay up to $1,000 as a fine. If it is

prosecuted as a felony, then the suspect could face up to three years in state prison and up to

$5,000 in fine.

Along with California Law, there are many state laws that also prevent online fraud and

scams within their states:

In Texas, fraud is a criminal charge when someone steals money based on deceit or a scam.

This fraud becomes a felony when there is a deed, mortgage, will, or document that authorizes

a payment or money transfer.

In Florida, fraud is considered a misdemeanor if it is under $300. It becomes a felony of the first

degree when the amount of money stolen is over $50,000. If the property stolen is worth

between $20,000 and $50,000 it becomes a felony of the second degree. If the property stolen

is worth less than $20,000 but more than $300, it becomes a felony of the third degree.

In New York, if the fraud case is a misdemeanor offense, then the penalty is up to a year in jail.

If it's a Class E felony in the 4th degree and the amount stolen is greater than $1,000 but less

than $3,000, or in case of identity theft more than $500 but less than $2,000 then it is



punishable by one-and-a-third years to four years in prison. If it's a grand larceny fraud case of

more than $3,000 but less than $50,000 it is a Class D felony and is punishable by a few years

of jail time. If the amount is more than $50,000 but less than $1,000,000 then its a Class C

penalty punishable by 5-15 years in prison. If the amount exceeds $1,000,000, the crime is

punishable by 25 years in prison.

Are Websites Held Liable For Scams Happening on Their Platforms?

According to Detective Brant Devey, websites and social media platforms are currently not held

liable for the scams that are caused on their platforms. For example, there was a case involving

a site called Model Mayhem. It was a model site, and there were a bunch of photographers

registered. They were just men trying to scam girls to come over and would sexually assault

them.

A girl was sexually assaulted and used that as evidence to force liability. The website knew but

did nothing to fix it. There is no accountability being held for these websites. Human rights

groups were complaining about Twitter, wherein women reporters were being targeted and

Twitter was not doing anything about it. Social media knew that they had a problem and failed to

correct it. If the problem was related to human rights and speech, they would be held

accountable, but anything else is not accountable.

Why Does Nothing Happen After Being Scammed Online?

According to Detective Brant Devey, jurisdiction is the biggest issue. Usually, the scams are

outside of one’s state and country. Once that happens, they are done. These scams are being

documented sometimes. You can report them to the FTC, but usually, nothing happens.



If I send money through my bank or gift cards, is there any recourse? Even in such cases,

the most they are going to end up doing is get a report. They cannot do anything since it is not

traceable or is outside of the country.

There is no way for them to prosecute it. Even if it is local, depending on the money lost, there is

nothing they can do. There is a very minimal rate of recourse. The victim can take them to court,

and they can arrest them depending on the amount lost or get fined. Scammers go to jail and

they will be out within a few hours. Other states have better chances of recourse. Law

enforcement authorities will do what they can.

How Do Scammers Get Away With These Scams?

● Scammers pretend to be from a trusted organization or company. By pretending to

be a company that the victims trust, the victims believe that they are sending money or

information to a legit source.

● They put fear into the victims, stating that there is an emergency of some sort and

that they need to act immediately. Scammers create a job or health emergency and

claim that they need help from their victims to make them worry about them. The victims

care about the scammers so much that they send the money over to help them without a

second thought.

● They claim that their victims won a huge amount of money. They appeal to their

victims by claiming that they won a large sum of money, making it irresistible for the

victim to say no. They send over whatever they need to in order to gain this prize, just to

be scammed out of money and disappointed at the end.

● Scammers state that you need to pay via wire transfer or gift card. A legit company

or person in need of help will never ask you to pay them with these methods of payment.



Gift cards are only good for the company or business they represent and cannot be used

to make other outside purchases. Scammers do this so that it becomes harder to track

down your money and get it back once you send it to them.

● They create fake social media and dating profiles to pretend to be someone they

are not. They steal photos and personalities from social media influencers and other

public social media accounts and then create fake profiles with these resources. By

pretending to be someone else, it is harder for victims to track down who are the real

scammers so that they can get away with stealing money from multiple people. They can

also choose how they look to attract more people to their profiles.

● They constantly delete their profiles on dating sites and social media platforms.

They want to avoid being tracked down by law enforcement or their victims, so they

constantly delete their profiles each time they suspect that they have been caught.

● They pretend to create a romantic connection or friendship with the victims.

Scammers pretend to care for the victims so that the victims would care for them in

return. Since they know the victims care for them, scammers understand that they are

more likely to give up their money to help scammers, who play on the good hearts of the

victims to get what they want.

● They use VOIP phone numbers to avoid being tracked. Scammers can create their

Caller ID on their VOIP accounts and pretend to be whomever they want. They can also

change their area code to fit the area they claim they are staying in. Because of this, it

becomes harder to track the scammer since they can lie about their information on their

VOIP account.

● They use apps like WhatsApp and Google Hangouts to communicate with their

victims. They want to pull the victims away from the dating app or social media platform

on which they used to meet the scammer. They do this so that victims cannot report



scammers on the social media platform or dating app and they can continue to scam as

many people as they want to.

● They use the victims’ weaknesses against them. The scammers get to know their

victims and figure out how they can get inside their heads the fastest. Once they know

their victims’ strengths and weaknesses, they use them to their advantage to get

whatever the scammers want. For example, if a victim is really into animal rights, the

scammer might say that they work at an animal shelter that will shut down if the victim

does not donate money.

● They fake their video chats. Scammers will use video and voice spoofing programs to

do video chat with the victims as the person they are pretending to be. By doing this, the

victim believes in the scammers more and is more willing to give them money.

● They threaten the victims or the victims’ loved ones in order to get what they

want. Some scammers will threaten to send the victims’ explicit photos to their family or

friends if they do not get the money they want. Other scammers will threaten to arrest

the victim or loved ones if they do not get what they want. There are even some

scammers who threaten violence or harm to the victims and loved ones if they do not go

their way.

Have Scammers Gotten Away With These Scams?

According to Detective Brant Devey, law enforcement agencies have little jurisdiction when

dealing with scammers. This is because scammers live in different countries, so they are a lot

harder to catch and bring back to the United States to press charges.

Scammers also hide behind fake profiles, VoIP phone numbers, and hidden IP addresses,

making it nearly impossible to find them. Therefore, it is easy for them to get away with these

scams.



The Psychological Effects of Catfishing Scams

Why Do People Catfish Others?

People catfish others online for a variety of reasons. The purpose of catfishing is to hide their

identity from others on social media or dating websites. Some people catfish others due to their

own insecurities or mental health issues. They believe that they are not good enough to get into

an actual relationship, so they pretend to be someone else in order to receive that attention.

There are others who want to cheat in their relationships without their partner knowing about it,

so they create a fake persona online to avoid being found on the Internet. Others want to seek

revenge on someone who has done them wrong or harassed them, so they troll them with a

fake profile. There are some other people who experiment with their sexuality by catfishing

others and are afraid to let them know who they really are. Lastly, there are people who scam

others by using a fake profile, telling victims their fake excuses in order to steal thousands of

dollars.

How Does Being Scammed Affect Someone’s Mental Health?

Once you have been catfished and/or scammed, it is difficult to trust others throughout your

day-to-day lives. This is because you put all of your trust into someone whom you thought was

going to be your partner or friend just to find out that they were lying or betraying you throughout

the whole relationship. Therefore, you might wonder how you could possibly put your trust in

someone else, which is an extremely damaging thought process when it comes to future

relationships.

Someone might also experience shame and regret falling for a relationship with a fake person

whom they thought was real. They blame themselves and wonder how they could have believed



that a fake person was real when all the signs were there. This could lead them to become

depressed and anxious, thinking lower about themselves due to the negative beliefs they have

about themselves after being catfished.

The effects of these negative beliefs worsen if they have lost money to the scammer. Anxiety

could be heightened if they have shared explicit photos with the scammer due to the fear of

being exposed to others. Catfish sometimes use extortion over explicit photos in order to get

what they want, putting fear in their victims that their photos will be released if they stop

maintaining contact with them.

How Is Someone More Susceptible to Scams Than Others?

According to our poll results, many of our victims felt lonely and wanted a companion to keep

them company. About 45% of our users were divorced and 26% of users were widowed. Since

the romance scammer gave them the attention they felt like they were missing, they couldn’t

see the red flags that they might actually be a scammer. Many people also stated that they felt

helpful in nature and were never educated on the harsh realities of online scams. With all these

factors in play, they didn’t know that the scammers were only lying to them to get their hands on

their money. They truly thought they were helping someone who truly loved them. However,

most of the time when someone asks for financial help online they are lying. They are only

interested in draining their victim’s bank account.

What Are Ways That Victims Can Get Help?

● Report it to the local law enforcement agency.

● Talk to a therapist and to loved ones.

● Report it to the FTC and IC3



● Find support groups, such as SCF Seekers, so that you can talk to someone who knows

what you have been through.

● Find online resources that can educate you on scams and how to avoid them, such as

blog posts and videos.

How to Recover From These Scams

How To Emotionally Heal From a Scam

Falling victim to a scam can leave even the strongest of people a little shaken up, and the

scarring is even greater if it was a romance scam. If you are going through anything like this,

know that you are not alone. There are millions of people all over America who are scammed

every year, and sometimes it happens no matter how careful you are. If you have been

scammed, you could be experiencing:

●      Denial

●      Anger

●      Frustration

●      Disbelief

●      Heartbreak

●      Bitterness

●      Fear

●      Loss of trust



●      A sense of insecurity

●      Suicidal thoughts

Accept Your Emotions

The most important thing is to accept how you are feeling and not hide from yourself. It is easier

to deny that the whole situation is affecting you so you can keep living your life, but it is not the

best thing to do. Allow yourself the time you need to heal, accept that feeling like this is okay,

and avoid thinking that it is a personal failing on your part to be experiencing fear or depression.

Reach Out to Friends and Family

When going through a tough time, leaning on your family and friends can be a lifesaver. If you

have any trusted friends or an understanding family member, reach out to them for support. Let

them help you through this time, support you, and maybe even get your money back. Do not let

yourself get lonely because that will only lower you into a depressive spiral, and you need to

keep your wits about so you can fight to get your money back and hopefully put the

cybercriminals behind bars.

Don’t Be Ashamed

You might feel embarrassed that this happened to you or that people might even look down on

you at first when they learn that you have been scammed. Just know that those people are

wrong, and this is no one’s fault but the scammers’ crime. There are people who focus their

energies on the wrong person when news of a crime comes to light, but the sad reality is that as

long as there is someone out there who is trying to scam people, there will be someone falling

victim to it no matter how careful they are.



Understand that they can only make you feel ashamed about this or that you were too trusting if

you let them. Instead of paying attention to their words, pay attention to the people who are right

there by your side, helping you get through this ordeal.

Seek Professional Help If Needed

If you feel like this is taking a bigger toll on you than you can handle, seek professional help and

counseling. Depression and mental health issues are not just in your head, but a positive

attitude towards your struggles, giving yourself the time and space to heal, and reaching out to

the right people for support will help you stay clear-headed while you think about how to get

back up after taking this hit.

Be Patient

You might get frustrated with law enforcement and other authorities while you go through the

process of recovering the money you lost, and it might take a long time depending on the

amount lost, the method of fraud, and the location of the scammer. When this happens, be

patient. These protocols are in place to make sure no one innocent is convicted for a crime they

did not commit and that they do not end up “recovering” money from the wrong place. In any

case, the end goal of any law enforcement agency is to minimize damage, but it might take a

while.

How To Financially Recover From a Scam

The bad news is that getting your money back from a scammer is a long shot, but do not lose

hope just yet. The FTC was able to reimburse over $232 million to the people who lost money to

illegal business activities in 2019. Though this number itself is not very encouraging when you

realize that they received over 17 million fraud reports in that year, it does give you hope that

your money can be recovered.

https://www.ftc.gov/news-events/press-releases/2020/01/new-ftc-data-shows-ftc-received-nearly-17-million-fraud-reports


Report the Fraud to Relevant Authorities

Once you realize that you have been scammed, immediately report it to your local police, the

FTC, and your bank or credit card issuer. Make sure everyone knows what’s going on, and even

inform all your friends and family about what's happening in case your attacker decides to go

after them next. Having gained access to your social media accounts or financial information, it

may be possible. The scammer could also have access to any of their computer devices if they

got into yours remotely.

Record Everything

Make copies and record everything about the scam that you can. Take screenshots of the initial

correspondence, go through your bank details for any activity you do not recognize and record

it, make a note of all email addresses, phone numbers, and make that seem to have been

involved. All this information will help the authorities track down your scammer.

Enhance Security Levels

Once you realize someone else has access to your banking apps, your social media, or your

computer devices, change all your passwords. Make sure you change them all to a different one

and activate two-factor authentication wherever available. Be sure to select the “sign out of all

devices” option when you change passwords to make sure anyone who does not have the

current password loses access.

Freeze your credit cards, or set up credit card alerts for instances when someone tries to set up

a new line of credit. This will help you ensure that your bank account is safe from any future

attacks and your money would not be stolen anymore.

Report the Scam to Authorities



Once you have reported the scam to relevant authorities and have done everything in your

power to make sure your information is now secure, you need to assist the authorities and

provide them with any information they might need to get to the bottom of this case. Sometimes,

victims of fraud find out that there is nothing they can do about the money lost, and you might

need to be prepared for that possibility. In that case, the only course of action would be to be

careful in the future and work on improving your financial position once again.

How to Avoid These Scams

● Do not give money to someone on the Internet whom you have never met in person.

● Do not give out your personal information to someone with whom you are talking online.

● Do not trust that someone is who they say they are without at least video chatting with

them or meeting them in person first.

● If they have a job overseas, this is a huge red flag that they might be a scammer since

they usually use this as an excuse to not see you or video chat with you.

● If someone is randomly contacting you out-of-the-blue on Facebook, Instagram, or

Twitter, it usually means that a scammer is on the other side.

● Make sure to have a password manager to create many passwords for your accounts.

This will prevent scammers from easily guessing your passwords.

● Use AI technology to find scam emails before they can fool you into thinking they are

real.

● Search up your email on our email address reverse search to make sure your

information hasn't been compromised by a data breach.

● If you have been a victim of identity theft, please report your case to IdentityTheft.gov for

further assistance in recovering your identity.

● Report any scam that you have been a part of immediately to the FTC, IC3, and FBI.

https://socialcatfish.com/blog/internet-privacy/
https://socialcatfish.com/blog/fake-video-chat-how-to-tell-if-your-video-call-is-real/
https://socialcatfish.com/blog/oil-rig-scams/
https://socialcatfish.com/blog/facebook-scams-how-to-avoid-these-scams-while-scrolling-on-social-media/
https://socialcatfish.com/blog/instagram-scams/
https://socialcatfish.com/blog/twitter-scams-watch-out-for-scammers-tweets-and-direct-messages/
https://www.identitytheft.gov/#/
https://reportfraud.ftc.gov/#/
https://www.ic3.gov/
https://www.fbi.gov/


Social Catfish is Here to Help You!

We hope that you enjoyed this informative guide brought to you by SocialCatfish.com. We want

to thank you for taking out the time to read this guide and hope that you enjoyed it. We want to

remind everyone that anyone can be scammed, so it is always a good idea to be careful about

whom you trust. You can verify that the person you are talking to is really the one whom they

claim they are by using our search bar 24/7. All you need to do is look up the name, email

address, phone number, social media username, or image of the person you are talking to in

order to verify their identity.


